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Abstract 
This document supersedes the Federal PKI Compliance Audit 
Review Requirements document and provides an overview of the 
annual review submission required to remain in good standing 
with the Federal PKI. 
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ϭ͘ /ŶƚƌŽĚƵĐƟŽŶ 
This document provides detailed guidance to participating Public Key Infrastructures (PKIs) and 
their auditors for meeting the annual review requirements of the Federal PKI (FPKI).  Each year, 
the FPKI reviews its relationship with each cross-certified or subordinated organization to 
ensure the continuing integrity of the trust environment.  The review requires the submission 
of documentation and artifacts by the FPKI members.    

This document provides: 

x Guidance regarding the performance and reporting of annual compliance audits, and  
x Instructions for PKI Owners/Operators regarding submission of Annual Review Packages. 

ϭ͘ϭ͘ ^ĐŽƉĞ 
All organizations operating a PKI that is cross-certified with the Federal PKI, whether via the 
Federal Bridge Certification Authority (FBCA) or directly with the Federal Common Policy 
(COMMON) Root Certification Authority (CA), or subordinated under the COMMON Root CA 
must submit an Annual Review Package to the Federal PKI Policy Authority (FPKIPA). 

ϭ͘Ϯ͘ �ƵĚŝĞŶĐĞͬZĞƐƉŽŶƐŝďŝůŝƟĞƐ 
dŚŝƐ�ĚŽĐƵŵĞŶƚ�ƉĞƌƚĂŝŶƐ�ƚŽ�W</�KǁŶĞƌƐͬKƉĞƌĂƚŽƌƐ�ǁŝƐŚŝŶŐ�ƚŽ�ŵĂŝŶƚĂŝŶ�ƚŚĞŝƌ�ƌĞůĂƟŽŶƐŚŝƉ�ǁŝƚŚ�
ƚŚĞ�&W</�ĂŶĚ�ƚŚĞ�ŝŶĚĞƉĞŶĚĞŶƚ�ƚŚŝƌĚ-ƉĂƌƚǇ�ĂƵĚŝƚŽƌƐ�ƚŚĂƚ�ĐŽŶĚƵĐƚ�ƚŚĞ��ŶŶƵĂů��ƵĚŝƚ��ƐƐĞƐƐŵĞŶƚƐ͘ 

x PKI Owners/Operators are responsible for the ongoing conformance of their PKIs (see 
Appendix A) and submission of the completed Annual Review Package. 

x Third-Party Auditors are responsible for the detailed review of the PKI CP, CPS, 
Memorandum of Agreement (MOA), as well as other relevant documents such as Key 
Recovery Policy (KRP), Key Recovery Practice Statement (KRPS), detailed review of 
operations and operational environment, and for issuing an opinion concerning the 
compliance of the operations of the PKI with its CP. 

ϭ͘Ϯ͘ϭ͘ W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ�ZĞƐƉŽŶƐŝďŝůŝƟĞƐ 
dŚĞ�ŽƌŐĂŶŝǌĂƟŽŶ�ŽƉĞƌĂƟŶŐ�ƚŚĞ����ŝƐ�ĐŽŶƐŝĚĞƌĞĚ�ƚŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ�ĂŶĚ�ŚĂƐ�ƚŚĞ�
ƌĞƐƉŽŶƐŝďŝůŝƚǇ�ƚŽ͗���� 

x Ensure audits have been completed for the entirety of the PKI within the scope of its CP; 
components/functions that are separately managed and operated must be included.   

x Clearly identify each PIV and/or PIV-I card configuration in its PKI and ensure that each 
configuration has undergone annual card testing and all identified issues have been 
addressed/remediated.   

x Gather and submit end-entity production certificates to the FPKIPA for testing. 
x Assemble and submit the Annual Review Package to thĞ�&W</W�͘� 
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ϭ͘Ϯ͘Ϯ͘ �ƵĚŝƚŽƌ�ZĞƐƉŽŶƐŝďŝůŝƟĞƐ 
dŚĞ�ĂƵĚŝƚŽƌ�ŽĨ�Ă����ƐŚĂůů�ĞǀĂůƵĂƚĞ�ƚŚĞ�ĂƉƉůŝĐĂďůĞ��W^�ŝŶ�ƌĞŐĂƌĚ�ƚŽ�ƚŚĞ�ŐŽǀĞƌŶŝŶŐ��W�ĂŶĚ�ƌĞŶĚĞƌ�
ĂŶ�ŽƉŝŶŝŽŶ�ĐŽŶĐĞƌŶŝŶŐ�ĐŽŶĨŽƌŵĂŶĐĞ�ŽĨ�ƚŚĞ��W^͘ 

dŚĞ�ĂƵĚŝƚŽƌ;ƐͿ�ƐŚĂůů�ĞǆĂŵŝŶĞ�W</�ŽƉĞƌĂƟŽŶƐ�ŝŶ�ƌĞŐĂƌĚ�ƚŽ�ƚŚĞ��W^͕�Z��͕�DK�͕�ĂŶĚ�ŽƚŚĞƌ�ƌĞůĞǀĂŶƚ�
ĚŽĐƵŵĞŶƚĂƟŽŶ�ĂŶĚ�ƌĞŶĚĞƌ�ĂŶ�ŽƉŝŶŝŽŶ�ĂƐ�ƚŽ�ǁŚĞƚŚĞƌ�ƚŚĞ�ŽƉĞƌĂƟŽŶƐ�ŝŵƉůĞŵĞŶƚ�ƚŚĞ�
ƌĞƋƵŝƌĞŵĞŶƚƐ�ŽĨ�ƚŚĞƐĞ�ĚŽĐƵŵĞŶƚƐ͘ 

ϭ͘ϯ͘ WĂĐŬĂŐĞ�^ƵďŵŝƐƐŝŽŶ 
dŚĞ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ�ŵƵƐƚ�ďĞ�ƐƵďŵŝƩĞĚ�ŝŶ�ĂĐĐŽƌĚĂŶĐĞ�ǁŝƚŚ�ƚŚĞ�&W</�ƌĞǀŝĞǁ�ƐĐŚĞĚƵůĞ�ƚŽ͗��
ŝĐĂŵΛŐƐĂ͘ŐŽǀ͘��^ĞŶƐŝƟǀĞ�ŝŶĨŽƌŵĂƟŽŶ�ŵĂǇ�ďĞ�ƐƵďŵŝƩĞĚ�ĚŝƌĞĐƚůǇ�ƚŽ�ƚŚĞ��ŚĂŝƌ͕�&W</W�͘�� 

dŚĞ��W�Žƌ��W^�ŵƵƐƚ�ďĞ�ƐƵďŵŝƩĞĚ�ŝŶ�D^-tŽƌĚ�ĨŽƌŵĂƚ͘ 

EŽƚĞ͗�dŚĞ�&W</��ŶŶƵĂů�ZĞǀŝĞǁ�^ĐŚĞĚƵůĞ�ŵĂǇ�ďĞ�ĨŽƵŶĚ�Ăƚ�ǁǁǁ͘ŝĚŵĂŶĂŐĞŵĞŶƚ͘ŐŽǀ͘���� 

ϭ͘ϰ͘ �ĂĐŬŐƌŽƵŶĚ�-��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ 
dŚĞ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ�ŝƐ�ƚŚĞ�ƌĞƐƉŽŶƐŝďŝůŝƚǇ�ŽĨ�ƚŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ͘��/ƚ�ŵƵƐƚ�ďĞ�
ƐƵďŵŝƩĞĚ�ƚŽ�ƚŚĞ�&W</W��ŽŶ�ĂŶ�ĂŶŶƵĂů�ďĂƐŝƐ�ĂŶĚ�ƐŚĂůů�ĐŽŶƚĂŝŶ�ƚŚĞ�ĨŽůůŽǁŝŶŐ͕�ǁŚĞŶ�ĂƉƉůŝĐĂďůĞ͗ 

x �ƐƐĞƌƟŽŶ�ŽĨ�^ĐŽƉĞ�ʹ��Ŷ�ĂƵƚŚŽƌŝǌĞĚ�ƌĞƉƌĞƐĞŶƚĂƟǀĞ�ŽĨ�ƚŚĞ�W</�ƐŚĂůů�ĂƐƐĞƌƚ�ƚŚĂƚ�ƚŚĞ��ŶŶƵĂů�
ZĞǀŝĞǁ�WĂĐŬĂŐĞ�ŝŶĐůƵĚĞƐ�Ă�ĐŽŵƉůĞƚĞ�ĂƵĚŝƚ�ŽĨ�ƚŚĞ�ĞŶƟƌĞ�W</�ĂŶĚ�ĞŶĐŽŵƉĂƐƐĞƐ�Ăůů�
ĐŽŵƉŽŶĞŶƚƐ�ŽĨ�ƚŚĞ�W</�ŝŶĐůƵĚŝŶŐ�ĂŶǇ�ƚŚĂƚ�ŵĂǇ�ďĞ�ƐĞƉĂƌĂƚĞůǇ�ŵĂŶĂŐĞĚ�ĂŶĚ�ŽƉĞƌĂƚĞĚ͘�
;^ĞĞ�^ĞĐƟŽŶ�ϱ͘ϭͿ 

x �ƌĐŚŝƚĞĐƚƵƌĂů�KǀĞƌǀŝĞǁ�-���ĚĞƚĂŝůĞĚ�ĚĞƐĐƌŝƉƟŽŶ�ŽĨ�ƚŚĞ�ĐŽŵƉŽŶĞŶƚƐ�ŽĨ�ƚŚĞ�W</�ĂŶĚ�ƚŚĞŝƌ�
ƌĞůĂƟŽŶƐŚŝƉ͘��/ŶĐůƵĚĞ�Ă�ĚŝĂŐƌĂŵ�ŽĨ�ƚŚĞ�ŝŶĨƌĂƐƚƌƵĐƚƵƌĞ�ǁŝƚŚ�ĞŶŽƵŐŚ�ĚĞƚĂŝů�ƚŽ�ƐŚŽǁ�ƚŚĞ�
ŝŶĚŝǀŝĚƵĂů�ĐŽŵƉŽŶĞŶƚƐ�ŽĨ�ƚŚĞ�W</�ĂŶĚ�ƚŚĞ�ƉŚǇƐŝĐĂůͬůŽŐŝĐĂů�ƐĞĐƵƌŝƚǇ�ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ƚŚĞŵ͕�
ŝŶĐůƵĚŝŶŐ�ĂŶǇ�ĐŽŵƉŽŶĞŶƚƐ�ŽƉĞƌĂƚĞĚ�ďǇ�Ă�ƚŚŝƌĚ�ƉĂƌƚǇ͘��WƌŽǀŝĚĞ�ƚŚĞ�ŶƵŵďĞƌ�ŽĨ�ĂĐƟǀĞ�
ĐĞƌƟĮĐĂƚĞƐ�ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ĞĂĐŚ����ĂŶĚ�ŝĚĞŶƟĨǇ�ŬŶŽǁŶ�ƌĞůǇŝŶŐ�ƉĂƌƟĞƐ͘��;^ĞĞ�^ĞĐƟŽŶ�
ϱ͘ϮͿ� 

x /ŶĚĞƉĞŶĚĞŶƚ�dŚŝƌĚ-WĂƌƚǇ��ƵĚŝƚ�KƉŝŶŝŽŶ�>ĞƩĞƌ;ƐͿ�;ĂůƐŽ�ĐĂůůĞĚ��ƵĚŝƚ�>ĞƩĞƌƐͿ�ʹ�KŶĞ�Žƌ�
ŵŽƌĞ�ůĞƩĞƌƐ�ƐŝŐŶĞĚ�ďǇ�ƚŚĞ�ĂƵĚŝƚŽƌ;ƐͿ�ƚŚĂƚ�ĞŶĐŽŵƉĂƐƐ�ƚŚĞ�ĞŶƟƌĞƚǇ�ŽĨ�ƚŚĞ�W</�ďĞŝŶŐ�
ĂƐƐĞƐƐĞĚ͘��;^ĞĞ�^ĞĐƟŽŶ�ϱ͘ϯͿ 

x �ƵĚŝƚŽƌ��ŽĐƵŵĞŶƚĂƟŽŶ�ZĞǀŝĞǁ�ĂŶĚ��ƐƐĞƌƟŽŶ�ʹ�^ƚĂƚĞŵĞŶƚ�ĨƌŽŵ�ƚŚĞ�ĂƵĚŝƚŽƌ�ƚŚĂƚ�ĂŶŶƵĂů�
W/s�ĐĂƌĚ�ƚĞƐƚ�ƌĞƉŽƌƚƐ�;ŝĨ�ĂƉƉůŝĐĂďůĞͿ͕�ĐĞƌƟĮĐĂƚĞ�ƚĞƐƚ�ƌĞƐƵůƚƐ͕�ZĞŐŝƐƚƌĂƟŽŶ��ƵƚŚŽƌŝƚǇ�
�ŐƌĞĞŵĞŶƚƐ�;Z��Ϳ͕�ǁŚĞƌĞ�ĂƉƉůŝĐĂďůĞ͕�ĂŶĚ�ŵĞŵŽƌĂŶĚĂ�ŽĨ�ĂŐƌĞĞŵĞŶƚ�ĂƌĞ�ŽŶ�ĮůĞ͘��;^ĞĞ�
^ĞĐƟŽŶ�ϱ͘ϯͿ 

x �ƵĚŝƚ�&ŝŶĚŝŶŐƐ�ĂŶĚ�WůĂŶ�ŽĨ��ĐƟŽŶƐ�ĂŶĚ�DŝůĞƐƚŽŶĞƐ�ʹ�/Ŷ�ƚŚĞ�ĞǀĞŶƚ�ƚŚĞƌĞ�ĂƌĞ�ĮŶĚŝŶŐƐ�
ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ƚŚĞ�ĂƵĚŝƚ͕�ƚŚĞ�W</�ŽǁŶĞƌͬŽƉĞƌĂƚŽƌ�ƐŚĂůů�ƉƌĞƉĂƌĞ�Ă�ĚĞƚĂŝůĞĚ�ƌĞƉŽƌƚ�ŽĨ�ƚŚĞ�
ĮŶĚŝŶŐƐ�ĂŶĚ�Ă�ĚĞƚĂŝůĞĚ�ƌĞŵĞĚŝĂƟŽŶ�ƉůĂŶ�ǁŝƚŚ�ĚĂƚĞƐ�ĂŶĚ�ŵŝůĞƐƚŽŶĞƐ�ŽŶ�ŚŽǁ�ĮŶĚŝŶŐƐ�ǁŝůů�
ďĞ�ƌĞŵĞĚŝĂƚĞĚ͘��;^ĞĞ�^ĞĐƟŽŶ�ϱ͘ϰͿ 

x W/s�ĂŶĚ�W/s-/�dĞƐƚ�ZĞƉŽƌƚƐ�ʹ�dŚĞ�ƚĞƐƚ�ƌĞƉŽƌƚƐ�ĨƌŽŵ�ĞĂĐŚ�ƐĂŵƉůĞ�W/s�ĂŶĚ�Žƌ�W/s-/�
ƉƌŽĚƵĐƟŽŶ�ĐĂƌĚ�ĨŽƌ�ĞĂĐŚ�ĐŽŶĮŐƵƌĂƟŽŶ�ĂĚŵŝŶŝƐƚĞƌĞĚ�ďǇ�ƚŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ�
ƐŚŽǁŝŶŐ�ƚŚĞǇ�ƐƵĐĐĞƐƐĨƵůůǇ�ƉĂƐƐĞĚ�ƚŚĞ�'^��&/W^�ϮϬϭ��ǀĂůƵĂƟŽŶ�WƌŽŐƌĂŵ�ĂŶŶƵĂů�ĐĂƌĚ�
ƚĞƐƟŶŐ͘��;^ĞĞ�^ĞĐƟŽŶ�ϱ͘ϱͿ 
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x �ĞƌƟĮĐĂƚĞ��ƌƟĨĂĐƚƐ�ĨŽƌ�/ŶƚĞƌŽƉĞƌĂďŝůŝƚǇ�dĞƐƟŶŐ�ʹ���ĚĞƚĂŝůĞĚ�ĚĞƐĐƌŝƉƟŽŶ�ŽĨ�ƚŚĞ���Ɛ�ŝŶ�ƚŚĞ�
ƉĂƌƟĐŝƉĂƟŶŐ�ŽƌŐĂŶŝǌĂƟŽŶ͛Ɛ�W</�ĂŶĚ�ƚŚĞ�ƚǇƉĞƐ�ŽĨ�ĐĞƌƟĮĐĂƚĞƐ�ŝƐƐƵĞĚ�ďǇ�ĞĂĐŚ�ƚŚĂƚ�ƵƟůŝǌĞ�
ĐĞƌƟĮĐĂƚĞ�ƉŽůŝĐǇ�ŽďũĞĐƚ�ŝĚĞŶƟĮĞƌƐ�;K/�ƐͿ�ĨŽƌ�ǁŚŝĐŚ�Ă�ƉĂƚŚ�ĞǆŝƐƚƐ�ƚŽ�ƚŚĞ�&W</͘��^Ƶďŵŝƚ�
ĞǆĂŵƉůĞ�ĐĞƌƟĮĐĂƚĞƐ�ƚŚĂƚ�ƌĞƉƌĞƐĞŶƚ�Ăůů�ŽĨ�ƚŚĞ�ŝĚĞŶƟĮĞĚ�ĐĞƌƟĮĐĂƚĞ�ƚǇƉĞƐ͘��EŽƚĞ͗��ǁŚĞƌĞ�
ŵŽƌĞ�ƚŚĂŶ�ŽŶĞ�ŝƐƐƵŝŶŐ����ŝƐ�ŝŶ�ƵƐĞ͕�ƐƵďŵŝƚ�ƚŚĞ�ĨƵůů�ĐŽŵƉůĞŵĞŶƚ�ŽĨ�ĐĞƌƟĮĐĂƚĞ�ƚǇƉĞƐ�
ŝƐƐƵĞĚ�ďǇ�ĞĂĐŚ�ŝƐƐƵŝŶŐ���͘��;^ĞĞ�^ĞĐƟŽŶ�ϱ͘ϲͿ 

x �ƵƌƌĞŶƚ��W�Žƌ��W^�ʹ���ƌĞĚůŝŶĞĚ��W�;�W^�ĨŽƌ�ŽƌŐĂŶŝǌĂƟŽŶƐ�ƐƵďŽƌĚŝŶĂƚĞĚ�ƵŶĚĞƌ�ƚŚĞ�&ĞĚĞƌĂů�
�ŽŵŵŽŶ�WŽůŝĐǇ���Ϳ�ƐŚŽǁŝŶŐ�Ăůů�ĐŚĂŶŐĞƐ�ŵĂĚĞ�ƚŽ�ƚŚĞ��W�;�W^Ϳ�ƐŝŶĐĞ�ƚŚĞ�ůĂƐƚ�ĂŶŶƵĂů�
ƐƵďŵŝƐƐŝŽŶ͘��;^ĞĞ�^ĞĐƟŽŶ�ϱ͘ϳͿ 

Ϯ͘ �ƵĚŝƚ�ZĞƋƵŝƌĞŵĞŶƚƐ 
Independent compliance audits are the primary mechanism used by FPKIPA to ensure 
participating PKIs are operating in conformance to the requirements identified in the associated 
Certificate Policy (CP). 

The Certificate Policy (CP) establishes the requirements for operating and managing a PKI, to 
include the operations and management of the CA, Registration Authority (RA), Repositories, 
Credential Status Services (CSS), and related security-relevant ancillary components (e.g. Card 
Management System (CMS)).  The Certification Practice Statement (CPS) describes how the CP 
requirements are met by the operational system.   

Ϯ͘ϭ͘ &W</�^ŚĂƌĞĚ�^ĞƌǀŝĐĞ�WƌŽǀŝĚĞƌƐ 
&W</�^ŚĂƌĞĚ�^ĞƌǀŝĐĞ�WƌŽǀŝĚĞƌƐ�;^^WƐͿ�ĂƌĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌƐ�ƌĞƋƵŝƌĞĚ�ƚŽ�ŽƉĞƌĂƚĞ�ŝŶ�
ĐŽŵƉůŝĂŶĐĞ�ǁŝƚŚ�ƚŚĞ��KDDKE��W͘��dŚĞŝƌ��W^Ɛ�ŵƵƐƚ�ĚĞƐĐƌŝďĞ�ŚŽǁ�ƚŚĞ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ŽĨ�ƚŚĞ�
�KDDKE��W�ĂƌĞ�ŵĞƚ�ĂŶĚ�ƚŚĞŝƌ�ŽƉĞƌĂƟŽŶƐ�ŵƵƐƚ�ŝŵƉůĞŵĞŶƚ�ƚŚŽƐĞ�ƌĞƋƵŝƌĞŵĞŶƚƐ͘�� 

dŚĞ�&W</�^^W�ŽƉĞƌĂƚĞƐ�Ă��ĞƌƟĮĐĂƟŽŶ��ƵƚŚŽƌŝƚǇ�;��Ϳ�ƚŚĂƚ�ŝƐƐƵĞƐ�ĂŶĚ�ƌĞǀŽŬĞƐ�ĚŝŐŝƚĂů�ĐĞƌƟĮĐĂƚĞƐ�
ĨŽƌ�W/s��ĂƌĚƐ͕�ŵĂŝŶƚĂŝŶƐ�ƚŚĞ�ĐĞƌƟĮĐĂƚĞ�ƌĞƉŽƐŝƚŽƌǇ�ĂŶĚ�ŝƐƐƵĞƐ��ĞƌƟĮĐĂƚĞ�ZĞǀŽĐĂƟŽŶ�>ŝƐƚƐ�;�Z>Ϳ͖�
ǁŚŝůĞ�ƚŚĞ�ŝƐƐƵŝŶŐ�ĨĞĚĞƌĂů�ĂŐĞŶĐǇ�ŝƐ�ƌĞƐƉŽŶƐŝďůĞ�ĨŽƌ�ƚŚĞ�ŝĚĞŶƟƚǇ�ƉƌŽŽĮŶŐ͕�ĞŶƌŽůůŵĞŶƚ͕�ĐĞƌƟĮĐĂƚĞ�
ƌĞƋƵĞƐƚ͕�ĂŶĚ�ĐĂƌĚ�ŝƐƐƵĂŶĐĞ�ĂĐƟǀŝƟĞƐ�ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ƚŚĞ�W/s�ƉƌŽŐƌĂŵ͕�ĐŽůůĞĐƟǀĞůǇ�ƌĞĨĞƌƌĞĚ�ƚŽ�ĂƐ�
ZĞŐŝƐƚƌĂƟŽŶ�ĂĐƟǀŝƟĞƐ͘��dŚĞ�&W</�^^W�ŵƵƐƚ�ĞǆĞĐƵƚĞ�Ă�ĨŽƌŵĂů�ZĞŐŝƐƚƌĂƟŽŶ��ƵƚŚŽƌŝƚǇ��ŐƌĞĞŵĞŶƚ�
;Z��Ϳ�ǁŝƚŚ�ĂŶǇ�ŽƌŐĂŶŝǌĂƟŽŶ͕�ŝŶĐůƵĚŝŶŐ�ƚŚĞ�ĨĞĚĞƌĂů�ĂŐĞŶĐǇ�ĐƵƐƚŽŵĞƌ͕�ƚŚĂƚ�ƉƌŽǀŝĚĞƐ�ŝĚĞŶƟƚǇ�
ƉƌŽŽĮŶŐ͕�ĞŶƌŽůůŵĞŶƚ͕�ĐĞƌƟĮĐĂƚĞ�ƌĞƋƵĞƐƚ�ĂŶĚͬŽƌ�ĐĂƌĚ�ŝƐƐƵĂŶĐĞ�ĂĐƟǀŝƟĞƐ͘1�� 

dŚĞ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ�ŵƵƐƚ�ĐŽŶƚĂŝŶ�ĂƵĚŝƚ�ůĞƩĞƌƐ�ĐŽǀĞƌŝŶŐ�Ăůů�ĂƐƉĞĐƚƐ�ŽĨ�ƚŚĞ�W/s��ƌĞĚĞŶƟĂů�
/ƐƐƵĂŶĐĞ�ƉƌŽŐƌĂŵ͘�� 

&ĞĚĞƌĂů�ĂŐĞŶĐǇ�ŝŵƉůĞŵĞŶƚĂƟŽŶ�ŽĨ�Ă�W/s�ŝƐƐƵĂŶĐĞ�ƐǇƐƚĞŵ�ŝƐ�ƐƵďũĞĐƚ�ƚŽ�ƚǁŽ�ĂĚĚŝƟŽŶĂů�
ĂƐƐĞƐƐŵĞŶƚƐ͗ 

x NIST Special Publication 800-79 Assessments 
x FISMA Review/ATO/POA&M 

                                                           
1�dŚĞ�&W</�^ŚĂƌĞĚ�^ĞƌǀŝĐĞ�WƌŽǀŝĚĞƌ�ZŽĂĚŵĂƉ�ŝŶƚƌŽĚƵĐĞĚ�ƚŚĞ�ƌĞƋƵŝƌĞŵĞŶƚ�ĨŽƌ�Ă�ZĞŐŝƐƚƌĂƟŽŶ�WƌĂĐƟĐĞƐ�^ƚĂƚĞŵĞŶƚ�
ďĞƚǁĞĞŶ�^^WƐ�ĂŶĚ�ĐƵƐƚŽŵĞƌ�ĂŐĞŶĐŝĞƐ͘��dŚĞ�&W</�ZĞŐŝƐƚƌĂƟŽŶ��ƵƚŚŽƌŝƚǇ��ŐƌĞĞŵĞŶƚ�dĞŵƉůĂƚĞ�ĂŶĚ�'ƵŝĚĂŶĐĞ�
ĚŽĐƵŵĞŶƚ�ƉƌŽǀŝĚĞƐ�ƐƉĞĐŝĮĐ�ŐƵŝĚĂŶĐĞ�ŽŶ�ƚŚĞ�ĚĞǀĞůŽƉŵĞŶƚ�ŽĨ�ƐƵĐŚ�Ă�ĚŽĐƵŵĞŶƚ͘ 
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While similar in scope to the annual audit, neither is a substitute for the annual independent 
Third-party audit opinion letter.   

Ϯ͘Ϯ͘ �ƌŽƐƐ-�ĞƌƟĮĞĚ�W</Ɛ 
PKI Owner/Operators cross-certified with the FPKI maintain their own certificate policies, 
certification practice statements and operational environments.   dŚĞ�ƚƌƵƐƚ�ƌĞůĂƟŽŶƐŚŝƉ�ǁŝƚŚ�
ƚŚĞ�&ĞĚĞƌĂů�W</�ŝƐ�ďĂƐĞĚ�ŽŶ�Ă�ĐŽŵƉƌĞŚĞŶƐŝǀĞ�ĐŽŵƉĂƌĂďŝůŝƚǇ�ŵĂƉƉŝŶŐ�ŽĨ�ƚŚĞ�ĐƌŽƐƐ-ĐĞƌƟĮĞĚ�
ŽƌŐĂŶŝǌĂƟŽŶ͛Ɛ��W�ƚŽ�ƚŚĞ�&�����W͘ 

dŚĞ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ�ŵƵƐƚ�ĐŽŶƚĂŝŶ�ĂƵĚŝƚ�ůĞƩĞƌƐ�ĐŽǀĞƌŝŶŐ�Ăůů�ĂƐƉĞĐƚƐ�ŽĨ�ƚŚĞ�ĐƌŽƐƐ-ĐĞƌƟĮĞĚ�
ŽƌŐĂŶŝǌĂƟŽŶ͛Ɛ�W</͘ 

/Ŷ�ĂĚĚŝƟŽŶ͕�ƚŚŽƐĞ�ƉƌŽǀŝĚŝŶŐ�W/s-/�ĐĂƌĚƐ�ŽŶ�ďĞŚĂůĨ�ŽĨ�&ĞĚĞƌĂů�ĂŐĞŶĐŝĞƐ�ŵƵƐƚ�ŵĞĞƚ�Ăůů�ŽĨ�ƚŚĞ�
ƌĞƋƵŝƌĞŵĞŶƚƐ�ŽĨ�ƚŚĞ�ĐƵƐƚŽŵĞƌ�ĂŐĞŶĐǇ͛Ɛ��ƵƚŚŽƌŝƚǇ�ƚŽ�KƉĞƌĂƚĞ͘ 

Ϯ͘ϯ͘ �ƌŝĚŐĞƐ� 
A Bridge PKI Owner/Operator must submit an Annual Review Package that covers all aspects of 
ƚŚĞ��ƌŝĚŐĞ͛Ɛ�ŽƉĞƌĂƚŝŽŶƐ.  The FPKI reserves the right to request additional documentation to 
determine if the Bridge͛Ɛ�processes remain comparable or equivalent to FPKI processes. 

In addition, the Bridge PKI Owner/Operator is responsible for ensuring that its member PKIs are 
fully audited in accordance with the agreed upon audit standards. 

dŚĞ��ƌŝĚŐĞ͛Ɛ�ĂƵĚŝƚŽƌ�ŝƐ�ƌĞƐƉŽŶƐŝďůĞ�Ĩor verifying member PKI audits are on file and current.   

ϯ͘ �ƵĚŝƚŽƌ�YƵĂůŝĮĐĂƟŽŶƐ 
dŚĞ�&W</W��ƌĞƐĞƌǀĞƐ�ƚŚĞ�ƌŝŐŚƚ�ƚŽ�ƌĞǀŝĞǁ�ƚŚĞ�ƋƵĂůŝĮĐĂƟŽŶƐ�ĂŶĚ�ĞǆƉĞƌŝĞŶĐĞ�ŽĨ�ĂŶǇ�ĂƵĚŝƚŽƌ�ǁŚŽƐĞ�
ŽƉŝŶŝŽŶ�ůĞƩĞƌ�ŝƐ�ƐƵďŵŝƩĞĚ�ĂƐ�ƉĂƌƚ�ŽĨ�ĂŶ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ͘��/Ŷ�ŽƌĚĞƌ�ƚŽ�ďĞ�ƋƵĂůŝĮĞĚ͕�ĂŶ�
ĂƵĚŝƚŽƌ�ŵƵƐƚ͗ 

x WĞƌĨŽƌŵ�ĂƵĚŝƚƐ�ĂƐ�Ă�ƌĞŐƵůĂƌ�ŽŶŐŽŝŶŐ�ďƵƐŝŶĞƐƐ�ĂĐƟǀŝƚǇ͘ 
x �ĞŵŽŶƐƚƌĂƚĞ�ĐŽŵƉĞƚĞŶĐĞ�ŝŶ�ƚŚĞ�ĮĞůĚ�ŽĨ�W</�ĐŽŵƉůŝĂŶĐĞ�ĂƵĚŝƚƐ�ʹ�ƚŚĞƌĞ�ŵƵƐƚ�ďĞ�Ă�ŚŝƐƚŽƌǇ�

ŽĨ�ƉĞƌĨŽƌŵŝŶŐ�W</�ĐŽŵƉůŝĂŶĐĞ�ĂƵĚŝƚƐ�ƚŚĂƚ�ƐƉĂŶƐ�ƐĞǀĞƌĂů�ǇĞĂƌƐ͘ 
x �Ğ�ƚŚŽƌŽƵŐŚůǇ�ĨĂŵŝůŝĂƌ�ǁŝƚŚ�ƚŚĞ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ŽĨ�ƚŚĞ��W�ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ƚŚĞ�ĂƵĚŝƚ�

ƉĞƌĨŽƌŵĞĚ͘�� 
x WƌŽǀŝĚĞ�ĂƩĞƐƚĂƟŽŶƐ�ŽĨ�ŝŶĚĞƉĞŶĚĞŶĐĞ�ĨƌŽŵ�ƚŚĞ�ĂƵĚŝƚĞĚ�ŽƌŐĂŶŝǌĂƟŽŶ͘ 

ϰ͘ �ŶŶƵĂů�W</��ŽŵƉůŝĂŶĐĞ��ƵĚŝƚ�ZĞƋƵŝƌĞŵĞŶƚƐ 
dŚĞ�ĂƵĚŝƚ�ŝŶĐůƵĚĞƐ�ƚǁŽ�ƉƌŝŵĂƌǇ�ĐŽŵƉŽŶĞŶƚƐ͗ 

x ZĞǀŝĞǁ�ŽĨ�ƚŚĞ��W^�ƌĞƐƵůƟŶŐ�ŝŶ�ĂŶ�ŽƉŝŶŝŽŶ�ĐŽŶĐĞƌŶŝŶŐ�ǁŚĞƚŚĞƌ�ƚŚĞ��W^�ĂĚĞƋƵĂƚĞůǇ�
ĂĚĚƌĞƐƐĞƐ�Ăůů�ƚŚĞ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ŽĨ�ƚŚĞ��W͘�� 

x ZĞǀŝĞǁ�ŽĨ�ƚŚĞ�ŽƉĞƌĂƟŽŶƐ�ŽĨ�ƚŚĞ�W</�ĂŐĂŝŶƐƚ�ƚŚĞ��W^�ƌĞƐƵůƟŶŐ�ŝŶ�ĂŶ�ŽƉŝŶŝŽŶ�ĂƐ�ƚŽ�ǁŚĞƚŚĞƌ�
ƚŚĞ�ŽƉĞƌĂƟŽŶƐ�ĂŶĚ�ŵĂŶĂŐĞŵĞŶƚ�ŽĨ�ƚŚĞ�W</�ĐŽƌƌĞĐƚůǇ�ŝŵƉůĞŵĞŶƚ�ƚŚĞ��W^͘�� 
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ϰ͘ϭ͘ �ƵĚŝƚ�DĞƚŚŽĚŽůŽŐǇ 
dŚĞ�&W</�ĚŽĞƐ�ŶŽƚ�ƐƉĞĐŝĨǇ�ƚŚĞ�ĂƵĚŝƚ�ŵĞƚŚŽĚŽůŽŐǇ�ƚŽ�ďĞ�ƵƐĞĚ͖�ŚŽǁĞǀĞƌ͕�ŝĨ�Ă�ƐƉĞĐŝĮĐ�
ŵĞƚŚŽĚŽůŽŐǇ�ŝƐ�ƵƐĞĚ͕�ŝƚ�ŵƵƐƚ�ďĞ�ŝĚĞŶƟĮĞĚ�ŝŶ�ƚŚĞ�ĂƵĚŝƚ�ŽƉŝŶŝŽŶ�ůĞƩĞƌ͘�� 

ϰ͘ϭ͘ϭ͘ �ŽĐƵŵĞŶƚĂƟŽŶ�ZĞǀŝĞǁ 
ZĞŐĂƌĚůĞƐƐ�ŽĨ�ƚŚĞ�ĂƵĚŝƚ�ŵĞƚŚŽĚŽůŽŐǇ�ƵƐĞĚ͕�ƚŚĞ�ĨŽůůŽǁŝŶŐ�ĚŽĐƵŵĞŶƚĂƟŽŶ�ƐŚĂůů�ďĞ�ŝŶĐůƵĚĞĚ�ŝŶ�
ƚŚĞ�ƌĞǀŝĞǁ͗ 

x Current CP and CPS:  The auditor shall verify that the CPS implements the requirements 
of the CP in a satisfactory manner.  

x Current KRP and KRPS:  Where applicable, the auditor shall verify that the KRPS 
implements the requirements of the KRP in a satisfactory manner.  (Note: KRP/KRPS 
requirements may be integrated with the CP/CPS and audited as part of those 
documents.) 

x PIV/PIV-I Test Reports:  For PIV and PIV-I Issuers, a sample production card for each 
configuration issued ŵƵƐƚ�ƐƵĐĐĞƐƐĨƵůůǇ�ƉĂƐƐ�ƚŚĞ�'^��&/W^�ϮϬϭ��ǀĂůƵĂƟŽŶ�WƌŽŐƌĂŵ�ĂŶŶƵĂů�
ĐĂƌĚ�ƚĞƐƟŶŐ͘��The auditor shall obtain and document what test reports were provided as 
evidence that this testing was satisfactorily performed during the 12-month audit 
period. 

x Current Memorandum of Agreement (MOA):  The auditor shall verify a current MOA has 
been executed between the PKI Owner/Operator and the FPKIPA, and the PKI 
Owner/Operator is complying with all provisions and obligations detailed in the MOA.  A 
statement to this effect should be included in the Audit Opinion Letter. 
Note: If the PKI Owner/Operator maintains MOA(s) with other organizations, these are 
also within the audit scope and must be reviewed for compliance. 

x Certificate Test Results:  The auditor shall obtain and document what test reports were 
provided as evidence that certificate testing was satisfactorily performed during the 12-
month audit period. 

x Current Registration Authority Agreement (RAA):  Where applicable, the auditor shall 
verify an RAA has been executed between the PKI Owner/Operator and the organization 
performing RA services and said organization is complying with all provisions and 
obligations detailed in the RAA.  A statement to this effect should be included in the 
Audit Opinion Letter. 
Note: In the event the RA services are audited separately and by a different auditor or 
group of auditors, these separate audit opinion letters must be included in the Annual 
Review Package.  

x Last previous annual audit opinion and findings - All audits shall include a review of the 
results of the previous annual audit opinion and findings, and verification that the 
remediation of the findings was completed satisfactorily. 

ϰ͘ϭ͘Ϯ͘ hƐĞ�ŽĨ�^ĂŵƉůŝŶŐ 
^ĂŵƉůŝŶŐ�ŵĂǇ�ďĞ�ƵƐĞĚ�ĂƐ�ĂůůŽǁĞĚ�ďǇ�ƉŽůŝĐǇ͘�/Ĩ�ƚŚĞ�ĂƵĚŝƚŽƌ�ƵƐĞƐ�ƐĂŵƉůŝŶŐ͕�Ăůů�W</�ĐŽŵƉŽŶĞŶƚƐ͕�
W</�ĐŽŵƉŽŶĞŶƚ�ŵĂŶĂŐĞƌƐ͕�ĂŶĚ�ŽƉĞƌĂƚŽƌƐ�ƚŽ�ǁŚŝĐŚ�ƚŚĞ�ƐĂŵƉůŝŶŐ�ĂƉƉůŝĞƐ�ƐŚĂůů�ďĞ�ĐŽŶƐŝĚĞƌĞĚ�ŝŶ�
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ƚŚĞ�ƐĂŵƉůĞ͘��ůů�ƐƵĐŚ�ƐĂŵƉůĞƐ�ǁŝůů�ǀĂƌǇ�ŽŶ�ĂŶ�ĂŶŶƵĂů�ďĂƐŝƐ͕�ƐƵĐŚ�ƚŚĂƚ�ƚŚĞ�ĞŶƟƌĞ�ĐŽŵƉůĞŵĞŶƚ�ŽĨ�
ĐŽŵƉŽŶĞŶƚƐ�ƵŶĚĞƌŐŽĞƐ�ĂƵĚŝƟŶŐ�ǁŝƚŚŝŶ�Ă�ƟŵĞĨƌĂŵĞ�ƚŽ�ďĞ�ĞƐƚĂďůŝƐŚĞĚ�ŝŶ�ƚŚĞ�ĂƉƉůŝĐĂďůĞ�DK�͘��
�ĂĐŚ�ǇĞĂƌ͕�ƉƌĞǀŝŽƵƐ�ƐĂŵƉůŝŶŐ�ƌĞƐƵůƚƐ�ǁŝůů�ďĞ�ƌĞǀŝĞǁĞĚ͕�ǁŝƚŚ�ĂŶ�ĞŵƉŚĂƐŝƐ�ŽŶ�ĚĞƚĞƌŵŝŶŝŶŐ�
ǁŚĞƚŚĞƌ�ĚŝƐĐƌĞƉĂŶĐŝĞƐ�ĂŶĚ�ĚĞĮĐŝĞŶĐŝĞƐ�ŚĂǀĞ�ďĞĞŶ�ƌĞĐƟĮĞĚ͘ 

ϰ͘Ϯ͘ dǇƉĞƐ�ŽĨ��ƵĚŝƚ 

ϰ͘Ϯ͘ϭ͘ &Ƶůů�KƉĞƌĂƟŽŶĂů��ƵĚŝƚ 
W</�KǁŶĞƌͬKƉĞƌĂƚŽƌƐ�ĐƌŽƐƐ-ĐĞƌƟĮĞĚ�ǁŝƚŚ�ƚŚĞ�&����Žƌ�ƐƵďŽƌĚŝŶĂƚĞĚ�ƵŶĚĞƌ�ƚŚĞ��KDDKE�ZŽŽƚ�
���ǁŝůů�ƵŶĚĞƌŐŽ�Ă�&Ƶůů�KƉĞƌĂƟŽŶĂů��ƵĚŝƚ�ĞĂĐŚ�ǇĞĂƌ�ƚŚĂƚ�ŝŶĐůƵĚĞƐ�ĞǀĂůƵĂƟŽŶ�ŽĨ�Ăůů�ŽƉĞƌĂƟŽŶĂů�
ƉƌĂĐƟĐĞƐ�ĞŶĐŽŵƉĂƐƐŝŶŐ�ƚŚĞ�ƐĐŽƉĞ�ŽĨ�ƚŚĞ�ĂƉƉůŝĐĂďůĞ��W�ĂŶĚ��W^͘��/ŶĐůƵĚĞĚ�ŝŶ�ƚŚŝƐ�ĞǀĂůƵĂƟŽŶ͕�ƚŚĞ�
ĂƵĚŝƚŽƌ�ƐŚĂůů�ƌĞǀŝĞǁ�ƉƌĞǀŝŽƵƐ�ĐŽŵƉůŝĂŶĐĞ�ĂƵĚŝƚ�ĮŶĚŝŶŐƐ�ĨŽƌ�ĂƐƐŽĐŝĂƚĞĚ�ĐŚĂŶŐĞƐ�ĂŶĚ�ĐŽƌƌĞĐƟǀĞ�
ĂĐƟŽŶƐ͘ 

dŚĞƌĞ�ĂƌĞ�ƚǁŽ�ĞǆĐĞƉƟŽŶƐ�ƚŽ�ƚŚĞ�&Ƶůů�KƉĞƌĂƟŽŶĂů��ƵĚŝƚ�ƚŚĂƚ�ŵĂǇ�ďĞ�ƵƟůŝǌĞĚ�ĚĞƉĞŶĚŝŶŐ�ŽŶ�
ĐŝƌĐƵŵƐƚĂŶĐĞƐ͘�� 

ϰ͘Ϯ͘Ϯ͘ �ĂǇ-�ĞƌŽ��ƵĚŝƚ 
EŽƚĞ͗���ƌŝĚŐĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌƐ�ĂƌĞ�ŶŽƚ�ƉĞƌŵŝƩĞĚ�ƚŽ�ƵƟůŝǌĞ��ĂǇ-�ĞƌŽ��ƵĚŝƚƐ͘ 

W</�KǁŶĞƌͬKƉĞƌĂƚŽƌƐ�ŵĂǇ�ƵƟůŝǌĞ�Ă�͞�ĂǇ-�ĞƌŽ�ĂƵĚŝƚ͟�ĨŽƌ�Ă�ŶĞǁůǇ-ĞƐƚĂďůŝƐŚĞĚ���͘�� 

EĞǁůǇ�ĞƐƚĂďůŝƐŚĞĚ���Ɛ�ŚĂǀĞ�ƚŚĞ�ƉŽůŝĐǇ͕�ƉƌŽĐĞĚƵƌĞƐ͕�ĂŶĚ�ƌĞƐŽƵƌĐĞƐ�ƚŽ�ŽƉĞƌĂƚĞ͖�ŚŽǁĞǀĞƌ͕�ƚŚĞǇ�
ŚĂǀĞ�ŶŽƚ�ĂĐĐƵŵƵůĂƚĞĚ�ƐƵĸĐŝĞŶƚ�ŽƉĞƌĂƟŽŶĂů�ĞǀŝĚĞŶĐĞ�ĨŽƌ�ĞǀĂůƵĂƟŽŶ�ĂŐĂŝŶƐƚ�ƚŚĞ�ĂƉƉƌŽƉƌŝĂƚĞ�
�Wͬ�W^͘��dŚĞ��ĂǇ-�ĞƌŽ��ƵĚŝƚ�ĐŽŶĐĞŶƚƌĂƚĞƐ�ŽŶ�ƚŚĞ�ƉŽůŝĐŝĞƐ�ĂŶĚ�ƉƌŽĐĞĚƵƌĞƐ�ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ƚŚĞ�
ŶĞǁůǇ�ĞƐƚĂďůŝƐŚĞĚ���͕�ĂŶĚ�ƚŚĞ�ůŝŵŝƚĞĚ�ŽƉĞƌĂƟŽŶĂů�ĚĂƚĂ�ƚŚĂƚ�ŵĂǇ�ďĞ�ĂǀĂŝůĂďůĞ͘� 

W</�KǁŶĞƌͬKƉĞƌĂƚŽƌƐ�ƚŚĂƚ�ĐŚŽŽƐĞ�ƚŽ�ƐƵďŵŝƚ�Ă��ĂǇ-�ĞƌŽ��ƵĚŝƚ�ŵƵƐƚ�ĐŽŵƉůĞƚĞ�Ă�ĨƵůů�ŽƉĞƌĂƟŽŶĂů�
ĂƵĚŝƚ͕�ŝŶĐůƵĚŝŶŐ�Ă�ĐŽŵƉůĞƚĞ�ĂƐƐĞƐƐŵĞŶƚ�ŽĨ�Ăůů�ŽƉĞƌĂƟŽŶĂů�ƉƌĂĐƟĐĞƐ͕�ǁŝƚŚŝŶ�ŽŶĞ�ǇĞĂƌ�ŽĨ�ƚŚĞ��ĂǇ-
�ĞƌŽ��ƵĚŝƚ͘� 

EŽƚĞ͗��ĚĚŝƟŽŶĂů�ŝŶĨŽƌŵĂƟŽŶ�ƌĞŐĂƌĚŝŶŐ��ĂǇ-�ĞƌŽ��ƵĚŝƚ�>ĞƩĞƌ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ŵĂǇ�ďĞ�ĨŽƵŶĚ�ŝŶ�
�ƉƉĞŶĚŝǆ��-Ϯ͘ 

ϱ͘ �ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ 
^ĞĞ��ƉƉĞŶĚŝǆ���ĨŽƌ�Ă�ĐŚĞĐŬůŝƐƚ�ŽĨ�ǁŚĂƚ�ĐŽŶƐƟƚƵƚĞƐ�Ă�ĐŽŵƉůĞƚĞ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ͘� 

KŶ�ĂŶ�ĂŶŶƵĂů�ďĂƐŝƐ͕�Ăůů�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌƐ�ŽƉĞƌĂƟŶŐ�Ă�W</�ƚŚĂƚ�ŝƐ�ĐƌŽƐƐ-ĐĞƌƟĮĞĚ�ǁŝƚŚ�ƚŚĞ�
&ĞĚĞƌĂů�W</͕�ǁŚĞƚŚĞƌ�ǀŝĂ�ƚŚĞ�&ĞĚĞƌĂů��ƌŝĚŐĞ��ĞƌƟĮĐĂƟŽŶ��ƵƚŚŽƌŝƚǇ�;&���Ϳ�Žƌ�ĚŝƌĞĐƚůǇ�ǁŝƚŚ�ƚŚĞ�
&ĞĚĞƌĂů��ŽŵŵŽŶ�WŽůŝĐǇ�;�KDDKEͿ�ZŽŽƚ���͕�Žƌ�ƐƵďŽƌĚŝŶĂƚĞĚ�ƵŶĚĞƌ�ƚŚĞ��KDDKE�ZŽŽƚ����
ŵƵƐƚ�ƐƵďŵŝƚ�ĂŶ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ�ƚŽ�ƚŚĞ�&W</W��ƚŚĂƚ�ĐŽŶƚĂŝŶƐ�ƚŚĞ�ĨŽůůŽǁŝŶŐ͗ 

ϱ͘ϭ͘ �ƐƐĞƌƟŽŶ�ŽĨ��ƵĚŝƚ�^ĐŽƉĞ 
dŚŝƐ�ǁŝůů�ƚĂŬĞ�ƚŚĞ�ĨŽƌŵ�ŽĨ�Ă�ůĞƩĞƌ�Žƌ�ŵĞŵŽƌĂŶĚƵŵ�ŽŶ�ƚŚĞ�ůĞƩĞƌŚĞĂĚ�ŽĨ�ƚŚĞ�W</�
KǁŶĞƌͬKƉĞƌĂƚŽƌ͛Ɛ�ŽƌŐĂŶŝǌĂƟŽŶ�ĂŶĚ�ƐŚĂůů͗� 
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x �ƐƐĞƌƚ�ƚŚĂƚ�ƚŚĞ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ�ƌĞƉƌĞƐĞŶƚƐ�Ă�ĐŽŵƉůĞƚĞ�ĂƵĚŝƚ�ŽĨ�ƚŚĞ�ĞŶƟƌĞ�W</�
ĂŶĚ�ĞŶĐŽŵƉĂƐƐĞƐ�Ăůů�ĐŽŵƉŽŶĞŶƚƐ�ŽĨ�ƚŚĞ�W</͕�ŝŶĐůƵĚŝŶŐ�ĂŶǇ�ƚŚĂƚ�ŵĂǇ�ďĞ�ƐĞƉĂƌĂƚĞůǇ�
ŵĂŶĂŐĞĚ�ĂŶĚ�ŽƉĞƌĂƚĞĚ͘� 

x /ĚĞŶƟĨǇ�ƚŚĞ�ƉĞƌŝŽĚ�ĐŽǀĞƌĞĚ�ďǇ�ƚŚĞ�ĂƵĚŝƚ�ĂŶĚ�ƚŚĞ�ĚĂƚĞƐ�ƚŚĞ�ĂƵĚŝƚ�ǁĂƐ�ĐŽŶĚƵĐƚĞĚ͘� 
x /ĚĞŶƟĨǇ�ƚŚĞ�ĐƵƌƌĞŶƚ��W�ĂŶĚ��W^;ƐͿ�ďǇ�ŶĂŵĞ�ĂŶĚ�ǀĞƌƐŝŽŶ�ŶƵŵďĞƌ͕� 
x /ĚĞŶƟĨǇ�ƚŚŽƐĞ�ĨƵŶĐƟŽŶƐ�ƚŚĂƚ�ĂƌĞ�ƐĞƉĂƌĂƚĞůǇ�ŵĂŶĂŐĞĚ�ĂŶĚ�ŽƉĞƌĂƚĞĚ͕�ĂůŽŶŐ�ǁŝƚŚ�ƚŚĞ�

ŝĚĞŶƟƚǇ�ŽĨ�ƚŚĞ�ŽƌŐĂŶŝǌĂƟŽŶ�ƌĞƐƉŽŶƐŝďůĞ�ĨŽƌ�ƚŚŽƐĞ�ĨƵŶĐƟŽŶƐ͘�� 
x /Ĩ�ŵƵůƟƉůĞ��ƵĚŝƚ�KƉŝŶŝŽŶ�>ĞƩĞƌƐ�ĂƌĞ�ŝŶĐůƵĚĞĚ�ŝŶ�ƚŚĞ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ͕�ůŝƐƚ�ƚŚĞƐĞ�

ĂŶĚ�ŝŶĚŝĐĂƚĞ�ǁŚŝĐŚ�ĐŽŵƉŽŶĞŶƚƐ�ĂŶĚ�ĨƵŶĐƟŽŶƐ�ĂƌĞ�ĐŽǀĞƌĞĚ�ďǇ�ĞĂĐŚ͘ 

dŚĞ�ůĞƩĞƌ�ƐŚĂůů�ďĞ�ƐŝŐŶĞĚ�ďǇ�ĂŶ�ĂƵƚŚŽƌŝǌĞĚ�ƌĞƉƌĞƐĞŶƚĂƟǀĞ�ƚŚĞ�W</͘� 

ϱ͘Ϯ͘ �ƌĐŚŝƚĞĐƚƵƌĂů�KǀĞƌǀŝĞǁ 
�Ɛ�ĂŶ�ĂƩĂĐŚŵĞŶƚ�ƚŽ�ƚŚĞ��ƐƐĞƌƟŽŶ�ŽĨ��ƵĚŝƚ�^ĐŽƉĞ͕�ƚŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ�ƐŚĂůů�ŝŶĐůƵĚĞ�ĂŶ�
ĂƌĐŚŝƚĞĐƚƵƌĂů�ŽǀĞƌǀŝĞǁ͘���ƚ�Ă�ŵŝŶŝŵƵŵ͕�ƚŚŝƐ�ŽǀĞƌǀŝĞǁ�ǁŝůů�ŝŶĐůƵĚĞ͗ 

x ��ůŝƐƚ�ŽĨ�Ăůů�ƚŚĞ���Ɛ�ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ƚŚĞ�W</͕�ŝŶĐůƵĚŝŶŐ�Ăůů�ƐƵďŽƌĚŝŶĂƚĞĚ���Ɛ�ĂŶĚ�ŽƚŚĞƌ�
ĐƌŽƐƐ-ĐĞƌƟĮĐĂƚĞ�ƌĞůĂƟŽŶƐŚŝƉƐ͘� 

x ��ůŝƐƚ�ŽĨ�ƚŚĞ�hZ>Ɛ�ĨŽƌ�K�^W�ZĞƐƉŽŶĚĞƌƐ�ĂŶĚ��Z>��ŝƐƚƌŝďƵƟŽŶ�WŽŝŶƚƐ�ŝŶĐůƵĚĞĚ�ŝŶ�
ĐĞƌƟĮĐĂƚĞƐ�ŝƐƐƵĞĚ�ďǇ�ƚŚĞ���͘ 

x &Žƌ�ĞĂĐŚ�ŝĚĞŶƟĮĞĚ���͕�ŝƚƐ�ƉƵƌƉŽƐĞ�ĂŶĚ�ĂŶǇ�ŬŶŽǁŶ�ĨĞĚĞƌĂů�ŐŽǀĞƌŶŵĞŶƚ�ĂƉƉůŝĐĂƟŽŶƐ�ƚŚĂƚ�
ĂĐĐĞƉƚ�ƚŚĞƐĞ�ĐĞƌƟĮĐĂƚĞƐ͘ 

x &Žƌ�^ŚĂƌĞĚ�^ĞƌǀŝĐĞ�WƌŽǀŝĚĞƌƐ͕�Ă�ůŝƐƚ�ŽĨ�ƐƵƉƉŽƌƚĞĚ�ŽƌŐĂŶŝǌĂƟŽŶƐ͘ 
x ��ĚĞƚĂŝůĞĚ�ĚĞƐĐƌŝƉƟŽŶ�ŽĨ�ƚŚĞ�ƐĞĐƵƌŝƚǇ-ƌĞůĞǀĂŶƚ�ĐŽŵƉŽŶĞŶƚƐ�ŽĨ�ƚŚĞ�W</�;��͕��D^͕��^^͕�

Z�Ϳ͕�ŝĚĞŶƟĨǇŝŶŐ�ƚŚŽƐĞ�ƚŚĂƚ�ĂƌĞ�ƐĞƉĂƌĂƚĞůǇ�ŵĂŶĂŐĞĚ�ĂŶĚ�ŽƉĞƌĂƚĞĚ͘�� 
x �ŝĂŐƌĂŵƐ�ƐŚŽǁŝŶŐ�ƚŚĞ�ůŽŐŝĐĂů�ŶĞƚǁŽƌŬ�ǀŝĞǁ�ĂŶĚ�ůŽŐŝĐĂů�ĂƌĐŚŝƚĞĐƚƵƌĂů�ǀŝĞǁ�ŽĨ�ƚŚĞ�

ŝŶĨƌĂƐƚƌƵĐƚƵƌĞ�ǁŝƚŚ�ĞŶŽƵŐŚ�ĚĞƚĂŝů�ƚŽ�ƐŚŽǁ�ƚŚĞ�ƐĞĐƵƌŝƚǇ-ƌĞůĞǀĂŶƚ�ĐŽŵƉŽŶĞŶƚƐ�ŽĨ�ƚŚĞ�W</�
ĂŶĚ�ƚŚĞ�ƉŚǇƐŝĐĂůͬůŽŐŝĐĂů�ƐĞĐƵƌŝƚǇ�ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ƚŚĞŵ͘��dŚĞ�ĚŝĂŐƌĂŵ�ŵƵƐƚ�ĚĞƉŝĐƚ�ƚŚŽƐĞ�
ĐŽŵƉŽŶĞŶƚƐ�ƚŚĂƚ�ĂƌĞ�ƐĞƉĂƌĂƚĞůǇ�ŵĂŶĂŐĞĚ�ĂŶĚ�ŽƉĞƌĂƚĞĚ͕�ĂŶĚ�ƚŚĞŝƌ�ĐŽŶŶĞĐƟǀŝƚǇ�ƚŽ�ƚŚĞ�
��͘�� 

x dŚĞ�ŶƵŵďĞƌ�ŽĨ�ĐĞƌƟĮĐĂƚĞƐ�ŝƐƐƵĞĚ�ďǇ�ĞĂĐŚ�ŝƐƐƵŝŶŐ����ĚƵƌŝŶŐ�ƚŚĞ�ƌĞǀŝĞǁ�ƉĞƌŝŽĚ͕�ƚŚĞ�ƚŽƚĂů�
ŶƵŵďĞƌ�ŽĨ�ĐĞƌƟĮĐĂƚĞƐ�ƐƵƉƉŽƌƚĞĚ�Ăƚ�ƚŚĞ�ƟŵĞ�ƚŚĞ�ƉĂĐŬĂŐĞ�ŝƐ�ƉƌĞƉĂƌĞĚ�ĂŶĚ�ƐƵďŵŝƩĞĚ͕�
ĂŶĚ�Ă�ůŝƐƚ�ŽĨ�ŬŶŽǁŶ�ƌĞůǇŝŶŐ�ƉĂƌƟĞƐ�;ůŝƐƚ�ŽĨ�ŽƌŐĂŶŝǌĂƟŽŶƐ͕�ƉƌŽŐƌĂŵƐ͕�ĂŶĚ�ƉŽŝŶƚƐ�ŽĨ�
ĐŽŶƚĂĐƚͿ͘�� 

ϱ͘ϯ͘ �ƵĚŝƚ�KƉŝŶŝŽŶ�>ĞƩĞƌ;ƐͿ� 
dŚĞ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ŽĨ�ƚŚĞ��ƵĚŝƚ�KƉŝŶŝŽŶ�>ĞƩĞƌ;ƐͿ�ĂƌĞ�ĚĞƚĂŝůĞĚ�ŝŶ��ƉƉĞŶĚŝĐĞƐ��-ϭ�ĂŶĚ��-Ϯ͘�� 

dŚĞ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ�ǁŝůů�ŝŶĐůƵĚĞ�ŽŶĞ�Žƌ�ŵŽƌĞ��ƵĚŝƚ�KƉŝŶŝŽŶ�>ĞƩĞƌƐ�ƚŚĂƚ�ƚŽŐĞƚŚĞƌ�
ĞŶĐŽŵƉĂƐƐ�ƚŚĞ�ĞŶƟƌĞƚǇ�ŽĨ�ƚŚĞ�W</�ƐĐŽƉĞ͘�� 

ϱ͘ϯ͘ϭ͘ tĞď�dƌƵƐƚ�ĨŽƌ��� 
dŚĞ�ĐƵƌƌĞŶƚ�tĞď�dƌƵƐƚ�ĨŽƌ����ĂƵĚŝƚ�ŵĞƚŚŽĚŽůŽŐǇ�ĚŽĞƐ�ŶŽƚ�ƐĂƟƐĨǇ�ƚŚĞ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ĨŽƌ�ĞŶƐƵƌŝŶŐ�
ƚŚĞ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ŽĨ�ƚŚĞ��W�ĂƌĞ�ĨƵůůǇ�ĂĚĚƌĞƐƐĞĚ͘��dŚĞƌĞĨŽƌĞ͕�ǁŚĞŶ�ƚŚĞ�tĞď�dƌƵƐƚ�ĨŽƌ����ĂƵĚŝƚ�
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ŵĞƚŚŽĚŽůŽŐǇ�ŝƐ�ƵƐĞĚ͕�ŝƚ�ŵƵƐƚ�ďĞ�ĂĐĐŽŵƉĂŶŝĞĚ�ďǇ�Ă�ƐŝŐŶĞĚ�DĂŶĂŐĞŵĞŶƚ��ƐƐĞƌƟŽŶ�ĨƌŽŵ�ĂŶ�
ĂƵƚŚŽƌŝǌĞĚ�ƌĞƉƌĞƐĞŶƚĂƟǀĞ�ŽĨ�ƚŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ�ĂƐ�ĨŽůůŽǁƐ͗ 

x The CPS conforms to the requirements of the CP; 
x The PKI is operated in conformance with the requirements of the CPS; 
x The PKI has maintained effective controls to provide reasonable assurance that 

procedures defined in Section 1 ʹ 9 of the Entity CPS are in place and operational; 
x The PKI is operated in conformance with the requirements of all cross-certification 

MOAs executed by the organization.  

dŚĞ�DĂŶĂŐĞŵĞŶƚ��ƐƐĞƌƟŽŶ�>ĞƩĞƌ�ŵƵƐƚ�ďĞ�ĂƉƉĞŶĚĞĚ�ƚŽ�ƚŚĞ��ƵĚŝƚ�KƉŝŶŝŽŶ�>ĞƩĞƌ͖�ĂŶĚ�ƚŚĞ��ƵĚŝƚ�
KƉŝŶŝŽŶ�>ĞƩĞƌ�ŵƵƐƚ�ƐƚĂƚĞ�ƚŚĂƚ�ŵĂŶĂŐĞŵĞŶƚ͛Ɛ�ĂƐƐĞƌƟŽŶƐ�ŚĂǀĞ�ďĞĞŶ�ĞǀĂůƵĂƚĞĚ�ĂŶĚ�ƉƌŽǀŝĚĞ�ĂŶ�
ŽƉŝŶŝŽŶ�ĂƐ�ƚŽ�ǁŚĞƚŚĞƌ�ƚŚĞǇ�ĂƌĞ�ĨĂŝƌůǇ�ƐƚĂƚĞĚ�ŝŶ�ƌĞůĂƟŽŶ�ƚŽ�ƚŚĞ�W</�ďĞŝŶŐ�ĂƵĚŝƚĞĚ͘ 

ϱ͘ϯ͘Ϯ͘ DƵůƟƉůĞ��ƵĚŝƚ�KƉŝŶŝŽŶ�>ĞƩĞƌƐ 
/Ĩ�ŵƵůƟƉůĞ��ƵĚŝƚ�KƉŝŶŝŽŶ�>ĞƩĞƌƐ�ĂƌĞ�ƐƵďŵŝƩĞĚ͕�ĞĂĐŚ�ƐŚĂůů�ďĞ�ƐŝŐŶĞĚ�ďǇ�ŝƚƐ�ƌĞƐƉĞĐƟǀĞ�ĂƵĚŝƚŽƌ͘�
dŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ�ǁŝůů�ĐůĞĂƌůǇ�ŝĚĞŶƟĨǇ�ǁŚĂƚ���;ƐͿ�ĂŶĚͬŽƌ�W</�ĐŽŵƉŽŶĞŶƚƐ�ĂŶĚ�ĨƵŶĐƟŽŶƐ�
ĂƌĞ�ĐŽǀĞƌĞĚ�ďǇ�ĞĂĐŚ�ůĞƩĞƌ�ŝŶ�ƚŚĞ��ƐƐĞƌƟŽŶ�ŽĨ��ƵĚŝƚ�^ĐŽƉĞ�ĂŶĚ�ǁŝůů�ĞŶƐƵƌĞ�ƚŚĂƚ�Ăůů�W</�
ĐŽŵƉŽŶĞŶƚƐ�ĂŶĚ�ĨƵŶĐƟŽŶƐ�ƵŶĚĞƌ�ƚŚĞ�ŽǀĞƌĂůů�ƌĞƐƉŽŶƐŝďŝůŝƚǇ�ŽĨ�ƚŚĞ�ƉĂƌƟĐŝƉĂƟŶŐ�W</�WD�͕�
ŝŶĐůƵĚŝŶŐ�ƚŚŽƐĞ�ƚŚĂƚ�ĂƌĞ�ƐĞƉĂƌĂƚĞůǇ�ŵĂŶĂŐĞĚ�ĂŶĚ�ŽƉĞƌĂƚĞĚ͕�ĂƌĞ�ŝŶĐůƵĚĞĚ�ŝŶ�ƚŚĞ�ƉĂĐŬĂŐĞ͘� 

ϱ͘ϰ͘ �ƵĚŝƚ�/ƐƐƵĞƐ�ĂŶĚ��ƵĚŝƚ�WůĂŶ�ŽĨ��ĐƟŽŶƐ�ĂŶĚ�DŝůĞƐƚŽŶĞƐ 
dŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ�ǁŝůů�ŝŶĐůƵĚĞ�Ă�ĚĞƐĐƌŝƉƟŽŶ�ŽĨ�ĂŶǇ�ĂƵĚŝƚ�ŝƐƐƵĞƐͬĮŶĚŝŶŐƐ͕�ĂůŽŶŐ�ǁŝƚŚ�ĂŶ�
�ƵĚŝƚ�WůĂŶ�ŽĨ��ĐƟŽŶƐ�ĂŶĚ�DŝůĞƐƚŽŶĞƐ�;WK�ΘDͿ�ĚĞƚĂŝůŝŶŐ�ƚŚĞ�ĂĐƟŽŶ�ƚĂŬĞŶ�Žƌ�ƚŚĂƚ�ǁŝůů�ďĞ�ƚĂŬĞŶ�
ƚŽ�ƌĞŵĞĚŝĂƚĞ�ƚŚĞ�ŝƐƐƵĞƐͬĮŶĚŝŶŐƐ�ĂůŽŶŐ�ǁŝƚŚ�ƚŚĞ�ĞǆƉĞĐƚĞĚ�ĐŽŵƉůĞƟŽŶ�ĚĂƚĞ͘�� 

ϱ͘ϱ͘ W/s�ĂŶĚ�W/s-/�dĞƐƚ�ZĞƐƵůƚƐ 
&Žƌ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌƐ�ƚŚĂƚ�ŝƐƐƵĞ�W/s�ĂŶĚ�W/s-/�ĐƌĞĚĞŶƟĂůƐ͕�ĐŽƉŝĞƐ�ŽĨ�ƚŚĞ�ƐƵĐĐĞƐƐĨƵůůǇ�
ĐŽŵƉůĞƚĞĚ�W/s�ĂŶĚͬŽƌ�W/s-/�dĞƐƚ�ZĞƉŽƌƚ;ƐͿ�ƚŚĂƚ�ĐŽǀĞƌ�Ăůů�ĚŝƐƟŶĐƚ�ĐƌĞĚĞŶƟĂů�ĐŽŶĮŐƵƌĂƟŽŶƐ�ŵƵƐƚ�
ďĞ�ŝŶĐůƵĚĞĚ�ŝŶ�ƚŚĞ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ͘ 

ϱ͘ϲ͘ �ĞƌƟĮĐĂƚĞ��ƌƟĨĂĐƚƐ�ĨŽƌ�/ŶƚĞƌŽƉĞƌĂďŝůŝƚǇ�dĞƐƟŶŐ 
dŚĞ�&ĞĚĞƌĂů�W</�ĐŽŶĚƵĐƚƐ�ĐƌĞĚĞŶƟĂů�ƚĞƐƟŶŐ�ĨŽƌ�Ăůů�ĐĞƌƟĮĐĂƚĞ�ƚǇƉĞƐ�ŝƐƐƵĞĚ�ďǇ�Ă�ƉĂƌƟĐƵůĂƌ����ŽŶ�
ĂŶ�ĂŶŶƵĂů�ďĂƐŝƐ͘� 

x dŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ�ƐŚĂůů�ƐƵďŵŝƚ�ƐĂŵƉůĞ�ĐĞƌƟĮĐĂƚĞƐ�ƐƵĸĐŝĞŶƚ�ƚŽ�ĞŶƐƵƌĞ�Ăƚ�ůĞĂƐƚ�
ŽŶĞ�ƐĂŵƉůĞ�ŽĨ�ĞǀĞƌǇ�ƚǇƉĞ�ŽĨ�ĞŶĚ-ƵƐĞƌ�ĐĞƌƟĮĐĂƚĞ�ĨƌŽŵ�ĞĂĐŚ�ŝƐƐƵŝŶŐ����ĨŽƌ�ǁŚŝĐŚ�Ă�ƉĂƚŚ�
ƚŽ�ƚŚĞ�&W</�ĞǆŝƐƚƐ�ǀŝĂ����ĐĞƌƟĮĐĂƚĞƐ�ŝƐƐƵĞĚ�ƚŽ�ƚŚĞ�ŽƌŐĂŶŝǌĂƟŽŶ͛Ɛ�W</�ĨƌŽŵ�ƚŚĞ�&W</͘�
dǇƉĞƐ�ŽĨ�ĐĞƌƟĮĐĂƚĞ�ĂƌĞ�ŝŶĚŝĐĂƚĞĚ�ďǇ�ƚŚĞ�ĐŽƌƌĞƐƉŽŶĚŝŶŐ�ĐĞƌƟĮĐĂƚĞ�ƵƐĂŐĞ�;Ğ͘Ő͘�ƐŝŐŶĂƚƵƌĞ͕�
ĞŶĐƌǇƉƟŽŶ͕�ĂƵƚŚĞŶƟĐĂƟŽŶ͕�ĞƚĐ͘Ϳ�ĂŶĚ�ĂƐƐĞƌƚĞĚ�ƉŽůŝĐǇ͘ 

x dŚĞ�ƐƵďŵŝƩĞĚ�ĞŶĚ-ƵƐĞƌ�ĐĞƌƟĮĐĂƚĞƐ�ƐŚĂůů�ŚĂǀĞ�ďĞĞŶ�ŝƐƐƵĞĚ�ǁŝƚŚŝŶ�ƚŚĞ�ƉƌĞĐĞĚŝŶŐ�ƚǁĞůǀĞ�
;ϭϮͿ�ŵŽŶƚŚƐ͘ 

x dŚĞ�ĐĞƌƟĮĐĂƚĞ�ĮůĞ�ŶĂŵĞƐ�ǁŝůů�ďĞ�ƐƵĸĐŝĞŶƚ�ƚŽ�ŝĚĞŶƟĨǇ�ƚŚĞ�ƚǇƉĞ�ŽĨ�ĐĞƌƟĮĐĂƚĞ�ĂŶĚ�ŝƚƐ�
ŝƐƐƵŝŶŐ���͘� 
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x dŚĞ�ĐĞƌƟĮĐĂƚĞƐ�ƐŚĂůů�ďĞ�ŽƉĞƌĂƟŽŶĂů�ĂŶĚ�ŝŶ�ƵƐĞ�ďǇ�ƚŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ͛Ɛ�ƵƐĞƌƐ͘ 

dŚĞ�&W</�ǁŝůů�ĐŽŶĚƵĐƚ�ĐƌĞĚĞŶƟĂů�ƚĞƐƟŶŐ�ĂŶĚ�ŶŽƟĨǇ�ƚŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ�ŽĨ�ĂŶǇ�ĚŝƐĐƌĞƉĂŶĐŝĞƐ�
ĨŽƵŶĚ͘��dŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ�ŝƐ�ƌĞƐƉŽŶƐŝďůĞ�ĨŽƌ�ŝŶĐŽƌƉŽƌĂƟŶŐ�ƚŚĞƐĞ�ĮŶĚŝŶŐƐ�ŝŶƚŽ�ƚŚĞ��ƵĚŝƚ�
WK�ΘD͘ 

EŽƚĞ͗����Ɛ�ƚŚĂƚ�ƌĞŵĂŝŶ�ŽƉĞƌĂƟŽŶĂů�ĨŽƌ�ŵĂŝŶƚĞŶĂŶĐĞ�ƉƵƌƉŽƐĞƐ͕�ďƵƚ�ŚĂǀĞ�ŶŽƚ�ŝƐƐƵĞĚ�ĂŶǇ�
ĐĞƌƟĮĐĂƚĞƐ�ĚƵƌŝŶŐ�ƚŚĞ�ƉƌĞĐĞĚŝŶŐ�ϭϮ�ŵŽŶƚŚƐ͕�ƐŚŽƵůĚ�ďĞ�ŝĚĞŶƟĮĞĚ�ĂƐ�ƐƵĐŚ�ĂŶĚ�ĂƌĞ�ĞǆĞŵƉƚ�ĨƌŽŵ�
ƐƵďŵŝƫŶŐ�ƐĂŵƉůĞ�ĐĞƌƟĮĐĂƚĞƐ͘ 

ϱ͘ϳ͘ �ƵƌƌĞŶƚ��W�Žƌ��W^� 
dŚĞ�W</�KǁŶĞƌͬKƉĞƌĂƚŽƌ�ƐŚĂůů�ƐƵďŵŝƚ�Ă�ƌĞĚůŝŶĞĚ�ǀĞƌƐŝŽŶ�ŽĨ�ŝƚƐ�ĐƵƌƌĞŶƚ��W�;�W^�ĨŽƌ�&W</�^^WƐ�
ƐƵďŽƌĚŝŶĂƚĞĚ�ƵŶĚĞƌ�ƚŚĞ�&ĞĚĞƌĂů��ŽŵŵŽŶ�WŽůŝĐǇ���Ϳ�ƐŚŽǁŝŶŐ�Ăůů�ĐŚĂŶŐĞƐ�ŵĂĚĞ�ƚŽ�ƚŚĞ��W�;�W^Ϳ�
ƐŝŶĐĞ�ƚŚĞ�ůĂƐƚ�ĂŶŶƵĂů�ƐƵďŵŝƐƐŝŽŶ͘��All applicable ratified FPKI CP (FBCA or COMMON) change 
proposals must have been incorporated into the organŝǌĂƚŝŽŶ͛Ɛ��W.���
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�ƉƉĞŶĚŝǆ���&W</�DĞŵďĞƌ��ŽŶƟŶƵŽƵƐ�DĂŝŶƚĞŶĂŶĐĞ�ZĞƋƵŝƌĞŵĞŶƚƐ 

This Appendix provides guidance for the day-to-day maintenance of thH�3.,�2ZQHU�2SHUDWRU¶V�
relationship with the FPKI.  It is provided as a quick guide to ensuring the continuing health of 
the FPKI trust community.   

KŶŐŽŝŶŐ�ĂĐƟŽŶƐ�ĂŶĚ�ĐŽŶƚƌŽůƐ 
PKI Owners/Operators must implement the following controls on a continuous basis and provide 
supporting documentation to the FPKI annually (see FPKI Annual Review Requirements), in 
order to ensure that they meet agreed-upon levels of conformance and trust: 

o Policy Conformance controls that ensure that Affiliate CP remains aligned with the 
Federal PKI Policy 

o Technical Architecture controls to ensure technical interoperability between the 
Affiliate and the Federal FPKI  

o Testing controls to ensure that issued certificates and PIV/PIV-I Cards are secure and 
conformant 

o Governance controls to ensure that all MOAs are kept current 
o Audit selection and scheduling controls to ensure that compliance audits are performed 

annually 
o Participation in the Certificate Policy Working Group and FPKI Policy Authority to 

stay abreast of ongoing issues and priorities  
 

Control Area Required Actions & Controls 
 

Policy Conformance � The FPKIPA updates the FPKI COMMON CP or FBCA CP 
using the Change Proposal process.   

1. Organizations cross-certified with a FPKI CA must 
ensure their CPs continue to align with the appropriate 
FPKI CP, as necessary.   

2. Organizations subordinated to the Federal Common 
Policy CA must ensure their CPSs continue to comply 
with the Common CP.    

3. Bridges and PKI Service Providers must ensure their 
members/customers stay aligned, as appropriate.   

� The FPKI reviews policy conformance during the Annual 
Review.     

 
Technical Architecture  � 8SGDWHV�PDGH�WR�D�)3.,�PHPEHU�RUJDQL]DWLRQ¶V�WHFKQLFDO�

architecture must be reported to the FPKIPA at the time the 
change is implemented.  Examples of reportable updates 
include but are not limited to: 

x Addition of new Certification Authorities  
x Changes to PKI repositories that introduce or eliminate 

support for different protocols  
x Changes to PIV/PIV-I Issuers that would affect their 

certificates and/or cards 
� Impacts on security posture or interoperability are assessed 

by the FPKIPA.  Failure to resolve issues identified by the 
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Control Area Required Actions & Controls 
FPKIPA may result in termination of the MOA/cross-
certificate. 

� The FPKI reviews current architecture during its Annual 
Review even if no changes have been reported.  
 

Testing � Organizations must conform to the applicable Federal PKI 
certificate profiles.  

� Organizations shall submit sample production certificates to 
the FPKIPA for testing during the Annual Review.  The 
submission must include a sample certificate for each 
certificate type issued by the CAs under the cross-certified 
RUJDQL]DWLRQ¶V�SXUYLHZ��H�J��LGHQWLW\��VLJQDWXUH��HQFU\SWLRQ��
code signing etc.).   

� The FPKI reviews the credentials for conformance to the 
certificate profiles (as appropriate) and relevant PKIX 
guidance. 

� For Organizations that issue PIV/PIV-I cards, each PIV/PIV-I 
Card Configuration shall be scheduled for testing by the FIPS 
201 Evaluation Program and completed successfully prior to 
completion of the Annual Review.  This testing requires in-
person attendance by the holder of the PIV/PIV-I card.    
 

Governance � Organizations must ensure a valid MOA has been executed 
between the organization and the FPKI.  MOAs are valid for 
up to three years, and must be renewed whenever new cross-
certificates are issued. 

� FPKI Shared Service Providers that issue PIV certificates on 
behalf of Federal organizations must abide by the GSA IT 
Security Procedural Guide: Managing Enterprise Risk Security 
Assessment and Authorization, Planning, and Risk 
Assessment CIO-IT Security ± 06-30 and maintain a valid 
Authority to Operate through the GSA FISMA Assessment 
process.   

� Organizations that issue PIV-I cards on behalf of Federal 
agencies must meet all of the requirements of the customer 
agHQF\¶V�),60$�$VVHVVPHQW�SURFHVV�DQG�PDLQWDLQ�D�YDOLG�
Authority to Operate.   

� Bridges must establish and maintain processes for 
governance and oversight of their cross-certified members.   

� The FPKI reviews governance documentation during the 
Annual Review process. 
 

Audit � FPKI member organizations shall have annual third-party 
audits conducted on their PKIs in accordance with the 
requirements published in the FPKI Annual Review 
Requirements document and submit these audits for review 
according to the schedule published by the FPKIPA. 

� The FPKI reserves the right to request that an organization 
conduct an out-of-cycle compliance audit on any of its CAs. 
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Control Area Required Actions & Controls 
� The FPKI reserves the right to request additional detail related 

to the audits of member organization CAs or Bridge Member 
CAs. 

� The FPKI reviews audit documentation during the Annual 
Review process. 
 

WůĂŶ�ŽĨ��ĐƟŽŶ�ĂŶĚ�DŝůĞƐƚŽŶĞƐ 
FPKI member organizations shall submit a Plan of Actions and Milestones (POA&M) during the 
Annual Review that describes all identified issues, the proposed resolution for each, and the 
status of each.    

If security issues are identified at any point during the Annual Review process and cannot be 
UHVROYHG��WKH�)3.,3$�PD\�UHYRNH�WKH�2UJDQL]DWLRQ¶V�FURVV-certificate. 
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�ƉƉĞŶĚŝǆ��-ϭ���ƵĚŝƚ�KƉŝŶŝŽŶ�>ĞƩĞƌ��ŚĞĐŬůŝƐƚ 
�ůů�ĂƵĚŝƚ�ŽƉŝŶŝŽŶ�ůĞƩĞƌƐ�ǁŝůů�ŝŶĐůƵĚĞ�ƚŚĞ�ĨŽůůŽǁŝŶŐ͗ 

Category Requirement Description 
General Signature The Audit Opinion Letter shall be addressed to the participating PKI 

PMA and shall be signed by the auditor. 

NOTE: The signature may be the corporate signature of the audit firm or 
the signature of the head of the independent office within the 
participating W</�ŽƌŐĂŶŝǌĂƚŝŽŶ�;Ğ͘Ő͕͘�ƚŚĞ�ŽƌŐĂŶŝǌĂƚŝŽŶ͛Ɛ�/ŶƐƉĞĐƚŽƌ�
General) 

Auditor 
Background 
Information 

Identity Identity of the Auditor(s) and the individuals performing the audit. 

Competence Competence of the Auditor(s) to perform compliance audits as required 
by the applicable CP and CPS. 

Experience Experience of the individuals performing the audit in auditing PKI 
systems as required by the applicable CP and CPS. 

Objectivity Relationship of the Auditor(s) to the participating PKI and the 
organization operating the component(s) being audited. This 
relationship must clearly demonstrate the independence of the 
Auditor(s) as required by the applicable CP and CPS.  

Audit  Scope  Date Performed The date the audit was performed. 

Period of Performance The period of performance the audit covers. 

Audit Methodology Whether a particular methodology was used, and if so, what 
methodology.  

Note ʹ ŝĨ�Ă�͞tĞď�dƌƵƐƚ�ĨŽƌ���͟�ĂƵĚŝƚ�ŵĞƚŚŽĚŽůŽŐǇ�ǁĂƐ�ƵƐĞĚ͕�Ă�
statement regarding management assertions must also be included.  

PKI Components in Scope Which entity PKI component(s) were audited (CAs, CSSs, CMSs, and 
RAs). 

Documents Reviewed Which documents were reviewed as a part of the audit, including 
document dates and version numbers. If portions of the PKI Policy are 
documented separately from the CP (e.g. a separate Key Recovery 
Policy & Practice Statement) these documents must also be reviewed as 
part of the audit. 

Audit 
Results 

Statements concerning 
the Audit 

A statement that the operations of the audited component(s) were 
evaluated for conformance to the requirements of its CPS.  

A statement that CPS was evaluated for conformance to the associated 
CP.  

If applicable (always applicable for the cross-ĐĞƌƚŝĨŝĞĚ�W</͛Ɛ�WƌŝŶĐŝƉĂů�
CA), a statement that the operations of the component(s) were 
evaluated for conformance to the requirements of all cross-certification 
Memorandum of Agreement (MOAs) executed by the participating PKI 
with other entities.  
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Category Requirement Description 
Findings Report any and all findings related to the evaluation of the operational 

conformance of the audited component(s) to the applicable CPS(s).  

Report any and all findings related to the evaluation of the CPS for 
conformance to the associated CP.  

If applicable (always applicable for the cross-ĐĞƌƚŝĨŝĞĚ�W</͛Ɛ�WƌŝŶĐŝƉĂů�
CA), report any and all findings related to the evaluation of the 
component(s) conformance to the requirements of all cross-
certification MOAs executed by the participating PKI.  

Report whether sufficient documentary evidence was obtained, 
reviewed, and included with the audit package for: 

x Delta Mapping 

x Annual Certificate Testing 

x FIPS 201 Evaluation Program annual PIV/PIV-I Card Testing 

x Current MOA 

Closure of Previous Audit 
Cycle Findings 

If applicable (always applicable if there were any findings reported the 
previous year), state that any findings from the previous audit were 
reviewed for closure. 

Summary of Changes If applicable (most likely applicable if there were any change proposals 
to the corresponding FPKI CP (FBCA or COMMON)), state whether a 
summary of changes from the previous year was provided. 

Opinion Provide an audit opinion concerning the sufficiency of the PKI 
operations in relation to the corresponding CP and CPS. 
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�ƉƉĞŶĚŝǆ��-Ϯ��^ƉĞĐŝĂů��ŽŶƐŝĚĞƌĂƟŽŶƐ�ĨŽƌ��ĂǇ-�ĞƌŽ��ƵĚŝƚ 
tŚĞƌĞ�Ă�ƉĂƌƟĐŝƉĂƟŶŐ�W</�ĐŽŵƉŽŶĞŶƚ�ďĞŝŶŐ�ĂƵĚŝƚĞĚ�ŝƐ�ŶĞǁ͕�ƐŽŵĞ�ƉƌŽĐĞĚƵƌĞƐ�ŚĂǀĞ�ŽŶůǇ�ďĞĞŶ�ƉĞƌĨŽƌŵĞĚ�
ŝŶ�ƚĞƐƚ�ĞŶǀŝƌŽŶŵĞŶƚƐ�Žƌ�ƚŚĞƌĞ�ŝƐ�ŝŶƐƵĸĐŝĞŶƚ�ŽƉĞƌĂƟŽŶĂů�ĞǀŝĚĞŶĐĞ�ƚŽ�ĐŽŶĚƵĐƚ�Ă�ĐŽŵƉůĞƚĞ�ĂƵĚŝƚ͕�ƚŚĞ�ĂƵĚŝƚ�
ůĞƩĞƌ�ŵƵƐƚ�ŝŶĐůƵĚĞ�ƚŚĞ�ĨŽůůŽǁŝŶŐ͗ 

Category Requirement Description 
General Signature The Audit Opinion Letter shall be addressed to the participating PKI 

PMA and shall be signed by the auditor. 

NOTE: The signature may be the corporate signature of the audit firm or 
the signature of the head of the independent office within the 
participating PKI organization (e.g.͕�ƚŚĞ�ŽƌŐĂŶŝǌĂƚŝŽŶ͛Ɛ�/ŶƐƉĞĐƚŽƌ�
General). 

Auditor 
Background 
Information 

Identity Identity of the Auditor(s) and the individuals performing the audit. 

Competence Competence of the Auditor(s) to perform compliance audits as required 
by the applicable CP and CPS. 

Experience Experience of the individuals performing the audit in auditing PKI 
systems as required by the applicable CP and CPS. 

Objectivity Relationship of the Auditor(s) to the participating PKI and the 
organization operating the component(s) being audited. This 
relationship must clearly demonstrate the independence of the 
Auditor(s) as required by the applicable CP and CPS.  

Audit  Scope  Date Performed The date the audit was performed. 

Period of Performance The period of performance the audit covers. 

Audit Methodology Whether a particular methodology was used, and if so, what 
methodology. 

PKI Components in Scope Which entity PKI component(s) were audited (CAs, CSSs, CMSs, and 
RAs). 

Documents Reviewed Which documents were reviewed as a part of the audit, including 
document dates and version numbers. If portions of the PKI Policy are 
documented separately from the CP (e.g. a separate Key Recovery 
Policy & Practice Statement) these documents must also be reviewed as 
part of the audit. 

Audit 
Results 

Statements concerning 
the Audit 

A statement identifying ǁŚŝĐŚ�ĂƐƉĞĐƚƐ�ŽĨ�ƚŚĞ�W</�ŽƉĞƌĂƟŽŶƐ�ĐŽƵůĚ�ďĞ�
ĨƵůůǇ�ĞǀĂůƵĂƚĞĚ�ĨŽƌ�ĐŽŶĨŽƌŵĂŶĐĞ�ƚŽ�ƚŚĞ�ƌĞƋƵŝƌĞŵĞŶƚƐ�ŽĨ�ƚŚĞ�W</��W^͘ 

A statement that CPS was evaluated for conformance to the associated 
CP. 

��ƐƚĂƚĞŵĞŶƚ�ĚĞƐĐƌŝďŝŶŐ�ǁŚŝĐŚ�ƉƌŽĐĞĚƵƌĞƐ�ŚĂǀĞ�ŶŽƚ�ďĞĞŶ�ƉĞƌĨŽƌŵĞĚ�ŽŶ�
ƚŚĞ�ŽƉĞƌĂƟŽŶĂů�ƐǇƐƚĞŵ͕�ďƵƚ�ǁĞƌĞ�ĞǀĂůƵĂƚĞĚ�ĨŽƌ�ĐŽŶĨŽƌŵĂŶĐĞ�ƚŽ�ƚŚĞ�
ƌĞƋƵŝƌĞŵĞŶƚƐ�ŽĨ�ƚŚĞ�W</��W^͕�ďƵƚ�ŽŶůǇ�ǁŝƚŚ�ƌĞƐƉĞĐƚ�ƚŽ�ƚƌĂŝŶŝŶŐ�ĂŶĚ�
ǁƌŝƩĞŶ�ƉƌŽĐĞĚƵƌĞƐ͘ 
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Category Requirement Description 
Findings Report any and all findings related to the evaluation of the operational 

conformance of the audited component(s) to the applicable CPS(s).  

Report any and all findings related to the evaluation of the CPS for 
conformance to the associated CP.  

If applicable (always applicable for the cross-ĐĞƌƚŝĨŝĞĚ�W</͛Ɛ�WƌŝŶĐŝƉĂů�
CA), report any and all findings related to the evaluation of the 
component(s) conformance to the requirements of all cross-
certification MOAs executed by the participating PKI.  

Opinion Provide an audit opinion concerning the sufficiency of the Day Zero PKI 
operations in relation to the corresponding CP and CPS. 
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�ƉƉĞŶĚŝǆ���ʹ��ŶŶƵĂů�ZĞǀŝĞǁ�WĂĐŬĂŐĞ��ŚĞĐŬůŝƐƚ 
This section provides additional guidance, questions, and comments that will assist in 
determining whether Annual Review Packages, including Auditor Letters of Compliance, are 
complete. Note that final determination is the responsibility of the FPKIPA. 

Guidance Commentary 

Assertion of Audit Scope  
For PKIs with multiple 
components, state whether 
evidence of audit reports for all 
components has been provided. 

Did the PKI Owner/Operator provide a cover letter and were all 
required Audit Opinion Letters and Auditor Compliance 
Summaries provided for all PKI components?  
Note: for a Bridge, is it clear what organization is responsible for 
the operations of each CA?  And does the Bridge operate any 
issuing CAs?  

Architectural Overview 
The architectural diagram should 
provide enough detail to show the 
security relevant components and 
identify the components that are 
separated managed and operated. 

Did the PKI Owner/Operator provide an Architectural Overview 
and was there an accompanying diagram showing sufficient 
detail to assess the security posture of the PKI. 

Current CP or CPS 
Cross certified entities must 
submit the current CP. 
Organizations subordinated under 
COMMON must submit the current 
CPS 

Is this the CP/CPS identified by the auditor in the current audit 
report? 
Is there an auditor assertion that the CPS implements the CP? 

Audit Date 
The date(s) the audit was 
performed. 

Did each Audit Opinion Letter indicate the dates when the 
audits were performed?  
As a reality check, if the audit is performed in May of 2009, the 
date on the CP and CPS should not be July of 2009. 

Audit Review Period  
State the dates covered by the 
audit. 

Did each Audit Opinion Letter indicate the dates covered by the 
audit?  
As a reality check, if the audit is performed in May of 2009, the 
date covered should include the previous 12 months.  This 
period may be shorter than 12 months if the PKI is newly 
established or may be slightly longer if there was a delay in 
scheduling the audit.  However, there should not be a gap 
between the previous audit letter for the same components and 
this one; i.e. the current audit period start date should be 
continuous from the previous audit period end date.  

Audit Methodology 
Whether a particular methodology 
was used, and if so, what 
methodology. 

Did each Audit Opinion Letter indicate if a particular audit 
methodology was used, and if so, what methodology?  
The FPKI is methodology neutral. 
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Guidance Commentary 

Auditor Identity 
Identity of the Auditor and the 
individuals performing the audits. 

Did each Audit Opinion Letter identify the auditor and the 
individuals performing the audit? 
Many of the big auditing concerns are partnerships or 
corporations that assert that the corporate entity performed 
ƚŚĞ�ĂƵĚŝƚ͘�tŚŝůĞ�ƚŚĂƚ͛Ɛ�ƚƌƵĞ�ŝŶ�ŽŶĞ�ƐĞŶƐĞ͕�ƚŚĞ�&W</W��ǁĂŶƚƐ�ƚŚĞ�
individual auditors identified ʹ see the following regarding 
competence and experience. 

Auditor Experience 
The auditor must be a Certified 
Information System Auditor (CISA) 
or IT security specialist, and a PKI 
subject matter specialist [see also 
FPKI and Common Policy CP 
Section 8.2]. 

Did each Audit Opinion Letter provide sufficient information for 
the FPKIPA to determine the competence and experience of the 
auditor?  
Individuals have competence, partnerships and corporations do 
ŶŽƚ͘�dŚĞ�&W</W��ŝƐ�ůŽŽŬŝŶŐ�ĨŽƌ�ƚŚĞ�ŝŶĚŝǀŝĚƵĂů�ĂƵĚŝƚŽƌ͛Ɛ�
ĐƌĞĚĞŶƚŝĂůƐ�ŚĞƌĞ͘�/ƚ͛Ɛ�ŶŽƚ�ĞŶŽƵŐŚ�ƚŽ�ďĞ�Ă�ŐŽŽĚ�ĂƵĚŝƚŽƌ͕�ƚŚĞ�
auditor should have some relevant IT or IT Security experience ʹ 
or have audited a number of CAs.  

Auditor Independence 
Relationship of the Auditor to the 
owner/operator of the PKI being 
audited. This relationship must 
clearly demonstrate the 
independence of the auditor from 
the entity operating or managing 
the PKI. 

Did each Audit Opinion Letter provide sufficient information for 
the FPKIPA to determine the relationship and independence of 
the auditor to the PKI Owner/Operator that was audited?  
The Auditor needs to be independent and not conflicted. If 
there were multiple auditors auditing different components, 
each auditor must be independent both of the PKI 
Owner/Operator and of the organization operating the 
components being audited.  

Audit Documentation Scope 
Which documents were reviewed 
as a part of the audit, including 
document dates and version 
numbers. 

Did each Audit Opinion Letter provide a full list of relevant 
documents (i.e., CP, CPS, MOA) that were reviewed for each 
audited component, including dates and version numbers?  
At a MINIMUM the CP and CPS should be identified here ʹ as 
well as any other documents relied upon in conducting the 
audit. 

Audit Documentation Findings 
State that the CPS for the Principal 
CA and any other CPSs used by the 
PKI Owner/Operator were 
evaluated for conformance to the 
applicable CP. Report the findings 
of the evaluation of the CPS͛s 
conformance to the CP. 

Did each Audit Opinion Letter state that the applicable CPS(s) 
ǁĞƌĞ�ĞǀĂůƵĂƚĞĚ�ĨŽƌ�ĐŽŶĨŽƌŵĂŶĐĞ�ƚŽ�ƚŚĞ�ĞŶƚŝƚǇ�W</͛Ɛ��W͍� 
Did each Audit Opinion Letter state the findings of the 
evaluation of the applicable CPS for conformance to the 
associated CP, including details of any discrepancies found? 
This is the second-most frequent area where audits fail. Most 
methodologies do not compare the requirements of the CPS to 
the CP. If the CPS omits requirements imposed by the CP, the 
FPKIPA would like to know about it. If a CPS is not 100% in 
accordance with the CP, the FPKIW��ǁŝůů�ǁĂŶƚ�ĚĞƚĂŝůƐ�ŽŶ�ǁŚĂƚ͛Ɛ�
deficient.  
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Guidance Commentary 

Audit Includes Test Results  
State whether the auditor 
reviewed the PIV/PIV-I card test 
results (that are less than a year 
old). 

If appropriate, did the PKI provide evidence of compliance with 
the FIPS 201 Evaluation Program Annual card testing? 
Did the PKI provide sample certificates of every covered issuing 
CA to the FPKI? 

Audit Operational Findings 
State that the operations of all PKI 
components (Principal CA, other 
CAs, CSSs, CMSs, and RAs) were 
evaluated for conformance to the 
requirements of the applicable 
CPS. Report the findings of the 
evaluation of operational 
conformance to the applicable 
CPS. 

Did each Audit Opinion Letter state whether the operations of 
the PKI components were evaluated for conformance to the 
requirements of the applicable CPS?  
Did each Audit Opinion Letter state the findings of the 
evaluation of operational conformance to the applicable CPS, 
including details of any discrepancies found?  
This is where most audits fail. As discussed in the guidance, a 
plain vanilla WebTrust for CA audit will not meet this 
requirement, as the suggested controls in the WebTrust 
methodology do not necessarily capture all of the CPS 
requirements. If the operations are not 100% in accordance 
ǁŝƚŚ�ƚŚĞ��W^͕�ƚŚĞ�&W</W��ǁŝůů�ǁĂŶƚ�ĚĞƚĂŝůƐ�ŽŶ�ǁŚĂƚ͛Ɛ�ĚĞĨŝĐŝĞŶƚ͘� 

Audit MOA Findings 
State that the operations of the 
PKI Owner/Operator͛Ɛ�Wƌŝncipal CA 
and any other relevant 
components were evaluated for 
conformance to the requirements 
of all current cross-certification 
MOAs executed by the PKI with 
other organizations. Report the 
findings of the evaluation of the 
conformance to the requirements 
of all current cross-certification 
MOAs executed by the PKI 
Owner/Operator. 

Did each applicable Audit Opinion Letter state that the relevant 
PKI components were evaluated for conformance to the 
requirements of all current cross-certification MOAs executed 
by the PKI with other organizations?  
Did each applicable Audit Opinion Letter state the findings of 
the evaluation of conformance with applicable MOAs, including 
details of any discrepancies found?  
In many instances, the MOA imposes requirements on CAs or 
other PKI components. These should be examined. If there is 
anything other than 100% compliance with MOA-imposed 
requirements, the FPKIPA would like to know about it.  
For MOAs with the FPKIPA, is the MOA consistent with the 
latest FPKI MOA Template? 

Previous year findings 
Did the auditor review findings 
from previous year and ensure all 
findings were corrected as 
proposed during the previous 
audit? 

Often, the auditor sees an Audit Correction Action Plan, 
POA&M, or other evidence that the organization has recognized 
audit findings and intends to correct them, but the auditor is 
not necessarily engaged to assess the corrections at the time 
they are applied.  The auditor should review that all proposed 
corrections have addressed the previous year͛Ɛ findings. 
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Guidance Commentary 

Changes 
Because the FPKI relies on a 
mapped CP and/or CPS for 
comparable operations, has the 
auditor been apprised of changes 
both to documentation and 
operations from the previous 
audit? 

CPs change over time and each Participating PKI in the FPKI has 
an obligation to remain in synch with the changing 
requirements of the applicable FPKI CP (either FBCA or 
COMMON Policy) ʹ has the ƉĂƌƚŝĐŝƉĂƚŝŶŐ�W</͛Ɛ CP and CPS been 
updated appropriately?  If there have been other major changes 
in operations, has a summĂƌǇ�ƐŝŶĐĞ�ƚŚĞ�ůĂƐƚ�ǇĞĂƌ͛Ɛ�ĂƵĚŝƚ�ďĞĞŶ�
provided or discussed with the auditor? 

Audit Signature 
Each audit opinion letter and audit 
review report is prepared and 
signed by the auditor. 

Was each Audit Opinion Letter prepared and signed by the 
auditor?  
Yes, the report needs to be signed ʹ wet signature or electronic. 
As a practical matter, it is good practice to include contact 
information for the auditor (e-mail and telephone number) in 
case further clarification is needed.  

Sample certificates 
 

Because the FPKI relies on sample certificates to ensure the PKI 
is compliant with profile requirements, interoperability, and 
reporting, sample certificates of all types issued within the last 
year must be submitted to the FPKIPA. 

Test reports 
A test report from the FIPS 201 
Evaluation Program was received 
for each PIV/PIV-I configuration 
issued  

Were all required PIV or PIV-I card test reports provided? 
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�ƉƉĞŶĚŝǆ���ʹ�'ůŽƐƐĂƌǇ 
Bridge A PKI Bridge enables interoperability between different PKIs by asserting 

comparability in certificate policies.  In the context of the FPKI, a Bridge refers to 
the organization that operates a Bridge CA and represents a community of interest 
in a peer-to-peer relationship with the FPKI. 

CA Certification Authority 
Central component of a PKI.  An authority trusted by one or more users to issue 
and manage X.509 Public Key Certificates and CRLs. 

COMMON The X.509 U.S. Federal Public Key Infrastructure Common Policy Framework Root 
Certification Authority 
The trust anchor of the Federal PKI. 

CP Certificate Policy 
The governing document of the PKI. 

CPS Certification Practice Statement 
Companion document to the CP.  Describes how the requirements of the CP are 
implemented within the PKI operational environment. 

CMS Card Management System 
CRL Certificate Revocation List 

A list maintained by a Certification Authority of the certificates which it has issued 
that are revoked prior to their stated expiration date. 

CSS Certificate Status Server 
Provides on-line verification to a Relying Party of a subject certificate's 
trustworthiness. 

FBCA Federal Bridge Certification Authority 
Facilitates trust on behalf of the FPKI among distinct PKI domains through peer-to-
peer cross-certification. 

FPKI Federal Public Key Infrastructure 
The entire trust fabric anchored in the Federal COMMON Policy Root and further 
facilitated by the Federal Bridge Certification Authority. 

FPKIPA Federal Public Key Infrastructure Policy Authority 
Governing body of FPKI.  Operating under the auspices of the CIO Council. 

FPKI SSP Federal Public Key Infrastructure Shared Service Providers 
Organization operating a PKI in accordance with the requirements of the COMMON 
CP and subordinated under the COMMON CA for the purpose of issuing Personal 
Identity Verification credentials to Federal employees.   

Management Assertion A Management Assertion is a document signed by an authorized representative of 
the PKI to explicitly acknowledge that the PKI is operated in accordance with all of 
the requirements of the CP and MOAs and meets all security requirements. 

MOA Memorandum of Agreement 
PIV Personal Identity Verification 

Mandated by HSPD-12 and defined in NIST FIPS 201-2, this is the common standard 
identity credential for the executive branch of the Federal government. 

PIV-I Personal Identity Verification Interoperable 
Identity credentials issued in a manner that makes them technically interoperable 
with the Federal PIV credential, and containing digital certificates issued by a CA 
cross-certified with the FPKI at the PIV-I level of assurance.   

PKI Public Key Infrastructure 
PKI Owner/Operator Organization responsible for the policies, procedures and operations of the PKI 
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POA&M Plan of Action and Milestones 
In the event there are Audit findings, the Plan of Action and Milestones is used to 
itemize the findings, identify the planned remediation and track the action to its 
completion. 

RA Registration Authority 
The entity responsible for the identity proofing and enrollment of end users within 
the PKI 

Third-Party Auditor An individual/company, separate and distinct from the PKI owner/operator, that 
conducts an independent review of the policies, procedures and operations of the 
W</�ĂŶĚ�ƌĞŶĚĞƌƐ�ĂŶ�ŽƉŝŶŝŽŶ�ĐŽŶĐĞƌŶŝŶŐ�ƚŚĞ�W</͛Ɛ�ĐŽŵƉůŝĂŶĐĞ͘ 

 


