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Digital Identity Acceptance Statement (DIAS)
This form offers a template for agency leaders to complete Step 4 of the DIRA and fulfil the requirements for the Digital Identity Risk Assessment (DIRM) process in accordance with the provisions of the Federal Information Security Modernization Act, the National Institute of Standards and Technology (NIST) Special Publication 800-63-4 Digital Identity Guidelines, and [Agency Policy], a risk assessment was performed for the [SYSTEMNAME] [FISMA ID]. 
System Identifier and Points of Contact
	Date
	Click or tap here to enter text.
	Agency
	Click or tap here to enter text.
	System Name
	Click or tap here to enter text.
	FISMA ID
	Click or tap here to enter text.


	Program Manager / System Owner
	Click or tap here to enter text.
	Information System Security Manager
	Click or tap here to enter text.
	Authorizing Official
	Click or tap here to enter text.
	Chief Information Security Officer
	Click or tap here to enter text.
	Chief Privacy Officer / Senior Agency Official for Privacy (SAOP)
	Click or tap here to enter text.

Identify Users, Transactions, and Roles
Below is a description of the online service’s users, transactions, and roles in accordance with Step 1 of the DIRA process. 
	Summary Description: 

	Click or tap here to enter text.

	Link to Relevant Documents:  

	Click or tap here to enter text.

	Types of Transactions Processed by Online Service: 

	Click or tap here to enter text.

	User Groups/Roles:  

	Click or tap here to enter text.

	Impacted Entities:

	Click or tap here to enter text. 


Identify Risks and Assurance Levels
Determine the digital identity risk for each assurance category by assessing the impacts for each community of user, user type, common role, and transactions identified in Step 1.
Initial Impact/Risk Assessment 
Document the results of the initial impact assessment for each user group/role in accordance with Step 2 of the DIRA process in the following table. 
	User Group/Role 
	Assessed Impact Level 

	Click or tap here to enter text.	Choose an item.
	Click or tap here to enter text.	Choose an item.
	
	


 
List documents with additional details of the initial impact assessment below: 
Click or tap here to enter text.
Selection of Initial Assurance Levels
The table below describes the initial assurance levels selected for identity proofing, authentication and federation (if applicable) in accordance with Step 2 of the DIRA process. 
Identity Assurance Level (IAL): 
	User Group/Role 
	Initial Identity Assurance Level (IAL)  

	Click or tap here to enter text.	Choose an item.
	Click or tap here to enter text.	Choose an item.
	
	



Authentication Assurance Level (AAL): 
	User Group/Role 
	Initial Authentication Assurance Level (AAL)  

	Click or tap here to enter text.	Choose an item.
	Click or tap here to enter text.	Choose an item.
	
	



Federation Assurance Level (FAL): 
	User Group/Role 
	Initial Federation Assurance Level (FAL)  

	Click or tap here to enter text.	Choose an item.
	Click or tap here to enter text.	Choose an item.
	
	



[If a federation assurance level is marked as Not Applicable, identify the agency rationale.] Federated identity was not used for all user types and transactions:  
	Rationale if not implementing federated identities

	


Determine Steps to Meet Assurance Levels
Step 3 of the DIRA process may require the performance of additional risk assessments to inform the process of tailoring the initial assurance levels and related baseline controls. The additional risk assessments and resulting tailoring are described in the subsections below.
Risk Assessments
The table below documents the completion of additional risk assessments: 
	Type of Assessment 
	Date of Last Assessment
	Location of Report
	Date Next Assessment Due

	Privacy Risk Assessment 
	Click or tap to enter a date.	Click or tap here to enter text.	Click or tap to enter a date.
	Equity Risk Assessment 
	Click or tap to enter a date.	Click or tap here to enter text.	Click or tap to enter a date.
	Usability Risk Assessment 
	Click or tap to enter a date.	Click or tap here to enter text.	Click or tap to enter a date.
	Cyber Threat Risk Assessment 
	Click or tap to enter a date.	Click or tap here to enter text.	Click or tap to enter a date.

Selected Assurance Levels
The risk assessments above inform the selection of the final assurance levels for identity, authentication and federation for each user group. The table below captures the selected assurance levels along with brief rationale. 
[bookmark: _Hlk174728465]Identity Assurance Level (IAL): 
	User Group/Role 
	Initial Identity Assurance Level (IAL)  
	Selected Identity Assurance Level (IAL)  
	Rationale if Changed

	Click or tap here to enter text.	Choose an item.	Choose an item.	Click or tap here to enter text.
	Click or tap here to enter text.	Choose an item.	Choose an item.	Click or tap here to enter text.
	
	
	
	



Authentication Assurance Level (AAL): 
	User Group/Role 
	Initial Authentication Assurance Level (AAL)  
	Selected Authentication Assurance Level (AAL)  
	Rationale if Changed

	Click or tap here to enter text.	Choose an item.	Choose an item.	Click or tap here to enter text.
	Click or tap here to enter text.	Choose an item.	Choose an item.	Click or tap here to enter text.
	
	
	
	



Federation Assurance Level (FAL): 
	User Group/Role 
	Initial Federation Assurance Level (FAL)  
	Selected Federation Assurance Level (FAL)  
	Rationale if Changed

	Click or tap here to enter text.	Choose an item.	Choose an item.	Click or tap here to enter text.
	Click or tap here to enter text.	Choose an item.	Choose an item.	Click or tap here to enter text.
	
	
	
	



Tailoring of xAL Baseline Controls
The subsections below describe the tailoring of the baseline controls based on the results of the additional risk assessments.
Compensating Controls
A compensating control is a management, operational or technical control employed by an organization in lieu of a baseline control for the organization’s selected assurance levels. The table below lists the compensating controls implemented for each of the applicable xALs. 
Identity Assurance Level (IAL):
	User Group/Role 
	Baseline Control
	Compensating Control
	Rationale 

	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	
	
	
	



Authentication Assurance Level (AAL): 
	User Group/Role 
	Baseline Control
	Compensating Control
	Rationale 

	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	
	
	
	



Federation Assurance Level (FAL): 
	User Group/Role 
	Baseline Control
	Compensating Control
	Rationale 

	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	
	
	
	



Supplemental Controls
A supplemental control is a management, operational or technical control that further strengthens the baseline controls for the organization’s selected assurance levels. The table below lists the supplemental controls implemented for each of the applicable xALs. 
Identity Assurance Level (IAL):
	User Group/Role 
	Baseline Control
	Supplemental Control
	Rationale 

	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	
	
	
	



Authentication Assurance Level (AAL): 
	User Group/Role 
	Baseline Control
	Supplemental Control
	Rationale 

	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	
	
	
	



Federation Assurance Level (FAL): 
	User Group/Role 
	Baseline Control
	Supplemental Control
	Rationale 

	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.	Click or tap here to enter text.
	
	
	
	



Continuous Evaluation and Improvement Process
This DIAS is reviewed and updated at least annually to ensure that the DIAS is aligned with the actual system and that the system is improved in response to recent risk assessments, changes in the operational environment, evaluation inputs and user feedback. The table below captures the information relevant to continuous evaluation and improvement in accordance with. 
	Date of Approval of this DIAS:
	Click or tap to enter a date.
	Summary of Changes Made: 
	Click or tap here to enter text.
	Authorizing Official Full Name:
	Click or tap here to enter text.
	Authorizing Official Signature:
	

	Due Date for next Review and Update:
	Click or tap to enter a date.
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